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INHETPOBA, B. AnajnuTn4eH iiepapxuyeH mpouec 3a oOleHKa U u3oop
Ha 3amMTeHu copryepHu peuienusi. Monorpapuyen tpya. 2022, IlpyHTHHT
xayc, BBMY "H. M. Banuapos". ISBN: 978-619-7428-83-4 (print); ISBN:
978-619-7428-84-1 (e-book).

[Ipunaraiiku TeopusiTa Ha pENICHHITa, MOHOTpadusaTa peaan3upa
W3CJIEIBAHE 32 B3E€MaHE Ha PEIICHUE, CBbP3aHO C OCUTYpSBAaHE Ha 3alIUTEHU

copTyepHHU penieHusl.

[IpensioxkeHu ca MoAXo 3a OLEHKa U U300p Ha PEIICHHUE Ype3 AaHATUTUYEH
HepapxudeH Mpoliec, HepapXxudyeH MOoJeN 3a OleHKa W M300p 3a B3eMaHE Ha
pEIlIeHrEe, MAaTEMAaTUYECKa peanu3alns Ha METoAa ,,AaHAJIUTUYCH HepapXuycH
npouec U nNoaxoJ ,,pa3MUTH MHOYKECTBA C AHAIMTUYEH HEpPApXUUYEH MPOLEC 3a
MOCTaBsIHE B MepapXus U KjlacupaHe Ha puckoBu ¢daktopu®. I[IpeaumcTBOTO Ha

nmoaxona €, 4€ aAaBa 1mo-majika pasMUTOCT Ha U3UYUCIICHUTC PA3MUTHU TCIJIA.

OchblIecTBEHO € U3MEPBAHE HAa HECHOTBETCTBUETO (HEKOHCHUCTEHTHOCTTA)
Ha MaTpullaTa 3a CpaBHEHUE MO JIBOWKM C pa3MUTHU €JIEMEHTH. MeTonbT Ha
COOCTBEHHUTE BEKTOPH CE€ M3MOJ3Ba IPU aHATUTHYEH HepapXUueH MpoIiec, a Mpu
npujaraHe Ha pa3MuTa JOTUKA JOTapUTMHUUCH METO]T Ha Hall-MaJIKUTE KBaJpaTH.
PemiaBa ce HenuHeliHa ONTMMH3AlMOHHA 3a/Ja4a, KOATO MOXE Ja Cce

TpaHchOopMHpaHa B MOPEAUIIA OT TaKMBA.

B ouenkara Ha codTyepHus pUCK B MOHOTpadusiTa c€ BKIIOUYAT HAKOJKO
JOMBJIHUTETHN €Tara CBbP3aHM ¢ M300pa Ha 3alIUTeHH COMTYEpHH PEIICHHS,
oOXBallaIiy: ONpeaessHeTO Ha copTyepHa cpelia U MpeBAPUTEITHO TTOCOYBAHE
Ha ObJICIIN Bb3MOXHU 3JIOHAMEPEHU ChOUTHSI; aHATU3 Ha TTOCJIEACTBUATA OT THX;
MIOCOYBaHE HA KOHKPETHHM MEPKHM 3a HaMajsiBaHe Ha COQTYCpHHS PHCK;
MPOTUBOACHCTBUE CPEIly BB3MOXXHHU aTakH; peaylUpaHe Ha YS3BUMOCTH H
NpeoCTaBsiHE Ha CO(PTyepHU CpeICTBa, peaju3upaHd B MPOrpaMeH KoJ, 3a
MUHUMAaJIM3apaHe Ha prcka oT 3arutaxu. [Ipeacrass ce mperien Ha cohTyepHHUTE

YA3BUMOCTH U MCTOJUTEC 34 TAXHOTO OTKPHUBAHC U IIPEAOTBPATABAHC.
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Mopaenure 3a mpoeKTUpaHe, pasriielaHd B MOHOrpadusiTa, NpeaoCcTaBsT
OOEKTHO OpHUEHTHUpAH IU3aiiH, KOWTO OCHUTYpsiBa peaju3alis Ha 3allUTCHH
coOpTyepHU pelICHUs 4Ype3 U3IMOJI3BaHE Ha pa3JIMYHU CPEJCTBA Ha OOEKTHO

OPUEHTUPAHOTO MPOTPaMUPAHE.

1. IIETPOBA, B. IlpuioxeHue Ha TeOpUsiTAa HAa PpasMHUTHTE
MHOKECTBA C AHAJIMTHYEH HepapXu4eH Ipouec 32 OLEHKA Ha PHCKA.
I'ogumHa yHuBepcureTcka HayyHa KoH(pepenuusi, HBY ,,Bacua JleBckn”,
30 ronu — 01 10sm 2022 r., rp. Beauko TwupHoBo, cTp. 1471 — 1477. ISSN 1314
— 1937, exexTponno uznanue: ISSN 2367-7481.

[lpunaraiiku  TeopusTa Ha Pa3MUTUTE MHOXKECTBA C AHAIUTUYEH
HepapxudeH MpoLEeC C€ YCTaHOBsIBA HepapXus OT PHUCKOBU (pakTopu uU ce
onpenensaT ternara uM. dakTopure ce aHAIU3UPAT KOJIUYECTBEHO U Ha Tasu
OCHOBA C€ Ch3/IaBa METO/] 32 KOHTPOJI U OLIEHKA Ha PHUCKa.

[IpenyioxkeHusT Meron ce Oa3Wpa Ha MaTpula 3a aHAJIW3 HA pUCKA B
3aBHCHMOCT OT KOJIMYECTBEHATa OLEHKA Ha 3aryOM U OOCKTHUBHU BEPOSTHOCTH.
Pasrnexpaiiku kbpie MoraT Ja ce mojydaT copTyepHu mnpoOiieMH, C€ MpaBH
CUCTEMEH aHaJIMU3 U Ce€ Ipeajiara OleHKa oT cOQTyEepHUTE €KCIIEPTH, MPUIIOKEHA
B MaTpuIlaTa Ha pucka. M3mon3Bar ce KoJM4ecTBEH! U KaueCTBEHH JIaHHH, 3a J1a
CE M3BBPILH ISUIOCTHA OLIEHKA Ha COPTYEepHUS pUCK HAa OCHOBA Ha MPEJIOKEHUTE
¢dakropu. Ch3aaieHUAT METO/ 32 KOHTPOJI M OLIEHKA Ha pUCKa Mpejyiara OTAETHH
PHUCKOBH MpOOJIEMH 3a pa3peliaBaHe, KOUTO C€ M3MEpBAT Upe3 JIMHIBUCTUYHU
OLICHKH, 0a3UpaHM Ha pa3MUTa JIOTHKA U CE€ TOCOYBA arpErUpaHeTo KbM PHUCKa J1a

CE U3BBPIIMU Upe3 MpUjIarane Ha mpaBuia, CBbp3aHu cbC coPpTyepHaTa CUTYPHOCT.

Applying the theory of fuzzy sets with an analytical hierarchical process, a

hierarchy of risk criteria is proposed and their weights are specified. The criteria
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are analyzed quantitatively and on this basis a multi criteria method for risk

control and assessment is created.

The proposed method is based on a risk analysis matrix depending on the
quantitative assessment of the loss and objective probabilities. It looks where
software problems can be obtained, a system analysis is done, and an assessment
from software expert problems is offered, applied in a risk matrix. Quantitative
and qualitative data are used to perform a comprehensive software risk assessment
based on the proposed factors. The established method of control and evaluation
of the offer of individual risk problems for resolution, which are measured by
linguistic evaluations based on fuzzy logic and directed to the aggregation to the

risk to be carried out by applying rules related to software security.

2. IIETPOBA, B. Moaesiupane Ha npo0JieMu 3a B3eMaHe HA pelleHue.
I'ogumHa yHuBepcuTeTcKa HayyHa KoH(pepenuusi, HBY ,,Bacua JleBckn”,
30 ronu — 01 r0sm 2022 r., rp. Beauko TwspHoBo, cTp. 1719 — 1725, ISSN 1314
— 1937, enexTponno uznanue: ISSN 2367-7481.

B wu3cnenBaneTro € moka3zaH anropuThM 3a B3EMAHE HA PEHICHUE TIPHU
MHOT'OCTENIEHEH Mpo0JeM M ca ONUCAaHW TOCJIEAOBATEIHOCT OT CTBIIKH 3a
JIOCTHTaHE Ha OYaKBaHU ToJie3HOCTU. M300pbT Ha anTepHATHBA CE€ M3BBHPIIBA
ype3 MOJAEIUpPaHe, 3a Aa MOXKE IO JECEH U MHTYUTUBEH HAUYWH Ja CE€ pPa3peiln
CJ10°KHAa MHOTOKpUTEPHAJIHA 3aa4a.

B noxnana ce npemyiara HOB MOAXO/, BKJIIOUBAI TEXHUKHU 34 B3EMAHE Ha
pEeIlIeHUs, KAaTO CBh3JAaBAHE HA JbPBO HA PEUICHHUATA M peaIu3UpaHe Ha

AHAJINTUYEH WEePAPXUUYCH IPOLIEC.

In the study, an algorithm for decision making in a multilevel problem is

shown and a sequence of steps to reach expected utilities is described. The choice



Pe3lomeTa Ha Ha Hay4YHM TPyAoOBe Ha rA. ac. A-p BaneHTMHa MapKosa lNMeTpoBa

of an alternative is done by modeling in order to solve a complex multi-criteria
task in a simple and intuitive way.

The paper proposes a new approach involving decision-making techniques
such as decision tree creation and the implementation of an analytic hierarchy

process.

3. IIETPOBA, B. MojeJ 3a B3eMaHe HA pelieHUs 32 KHOEPCUTYPHOCT.
N3BecTusi HA cbl03a HA yuyenute — Bapua, Cepus ,,TexHnuecku HayKu* —

1°2020, c.48-52, ISSN 1310-5833.

[IpennoxxeHusT MOJAEN OCBIIECTBSIBA MPOBEpKa Ha e(MEKTUBHOCTTA Ha
MPUJIOKEHUTE MEPKHU 32 KOHTPOJI HAa KUOEp CUTYPHOCTTA, OCUTYpsIBA OIICHKA Ha
KuOep pucka ¥ M3MBIHEHUETO Ha KuOep 3amnurara.

3a ornpenensHe Ha HUBATA HA CUTYPHOCT C€ IIPUjIara CUCTeMa 3a OLICHKA Ha
ys3BUMOCTTa. (OCHOBHUTE XapaKTEPUCTUKH, KOUTO C€ pasriexaar ca
KOH(DUICHIIMATHOCT, WHTErPUTET W HAIUYHOCT Ha wuHopmarusTa. [lpu
KpUNITUPAHE Ha JaHHUTE TpsOBa J1a ce B3eMe NpPEABUJl YCTAaHOBSIBAHE Ha
M3HMCKBAHETO 3a KoH(pumeHnuamHocT. Ha ycTpoiicTBara 3a mJaHHM UM c€ JaBaT
pa3InuHU aTpUOyTH B 3aBUCUMOCT OT CTEIEHTa Ha Kpuntupane. M3uckBaneTo 3a
HAJIMYHOCT € CBBP3aHO C U3TUYAHE HA BPEME U MPETPYNBAHE HA YCTPONUCTBO WU
IIPUJIOKEHHS, XOCTBAHU OT YCTPOWCTBOTO. YCTPOMCTBATa, KOMTO Ca 4acT OT
MpETPyNaHu  KIbCTEPHU, HUMAT TMO-HUCKM M3UCKBAHUS 32  HAIMYHOCT.
N3uckBaHusTa 32 UHTETPUTET Ca CBBP3aHU C TOYHOCT HA JIAHHUTE, KOUTO CE

CbhXpaHABaT WK U3I10JI3BAT.

The proposed model evaluates the effectiveness of the implemented cyber
security control measures, provides an assessment of cyber risk and the

performance of cyber protection.
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A vulnerability assessment system is used to determine security levels. The
main characteristics considered are confidentiality, integrity and availability of
information. When encrypting the data, consideration should be given to
establishing the confidentiality requirement. Data devices are given different
attributes depending on the level of encryption. The availability requirement is
related to the timeout and congestion of a device or applications hosted by the
device. Devices that are part of congested clusters have lower availability
requirements. Integrity requirements relate to the accuracy of data that is stored

or used.

4. IETPOBA, B. IIpuio:xenne Ha pa3MUTH MHOKeCTBA 32 B3¢eMaHe Ha
pewmienusi. U3BecTusi Ha ChI03a HA yueHuTe — BapHa, cekuus ,, TexHu4ecKku
Hayku“ — 1°2021, ISSN 1310-5833.

B craTusra ce u3nona3BaT MaTteMaTUYECKH HHCTPYMEHTH 32 MOJCIIUPAHE U
YIIPaBJICHUE HAa HECUTYPHH CHCTEMH, KaTO PA3MHUTH MHOXECTBA W pPa3MHUTa
JIOTHKA 3a MOJEJIMpPAHE Ha Mpolleca Ha B3eMaHe Ha pemeHus. Excnepture
npejuiarat cBost u300p noja gopmara Ha TPUBI'BIHU PA3MHUTH €JIEMEHTU, KOUTO
MOKAa3BaT TerjlaTa Ha PUCKOBUTE (DAKTOPH.

[IpennoxxeHata TeXHUKa U3BIMYA PA3MHUTH TEIJIa OT MaTPUIIA U CJIe]l TOBA
M3MEpPBa HECHOTBETCTBUETO HA MPEJIOKEHUATA, MPEAOCTABEHU OT B3EMAILUTE
pellieHus, 3a Ja ce omnpeaeiu uHiaekca Ha koHcucteHius NI. CtoitHocTTa Ha

uHjekca e mexnay 0 u 1. B ciayyaid, ye e 0 maTpuata € HalrbJIHO KOHCUCTEHTHA.

The paper uses mathematical tools for modeling and controlling uncertain
systems, such as fuzzy sets and fuzzy logic to model the decision-making process.
The experts offer their choices in the form of triangular fuzzy elements that show
the weights of the risk factors.

The proposed technique extracts fuzzy weights from a matrix and then

measures the inconsistency of the proposals provided by the decision makers to

6
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determine the consistency index NI. The value of the index is between 0 and 1. In

case it is 0, the matrix is fully consistent.

S. IIETPOBA, B. Iloaxoa 3a MHOrOKpPUTEPHAJIHO B3eMaHe Ha
pemienne. MekayHapoaHata HayyHa KoH(pepeHuus ,,CbBpeMeHHH
U3CJIeABAHUS M TEXHOJIOTMH 3a oTOpanara®, 29 u 30 ronu 2021 r., Bapua, ctp.
11-32 - 11-38, ISSN 2815-2581.

W3cnenBanero mpeanara iiepapXuyHa CTPyKTypa, OasupaHa Ha
aHaJIMTUYEH WepapxuueH npouec. [Ipuiara ce moaxos 3a aHaiau3 Ha Ipoueca Ha
B3€MaHE Ha pEIICHHS M H300p Ha HAW-TIOAXOMAIA CHUCTEMA 3a EJIEKTPOHHO
oOy4eHHe OT CHUCTEMHU C OTBOPEH Koi, codTyep kaTo oOmauHa yciyra (SaaS,
Software as a Service ) u uwactHm cuctemu. [lnardpopmure 3a €mEKTPOHHO
oOydeHue TpsOBa Ja OTroBapsT HAa ONpPENEICHU KPUTEPHUH, MOAPEIEHU IO
BaXXHOCT, 32 /1a ObJaT €(PEKTUBHU B MPEIBAPUTEIIO ONPEICICHUTE CLICHAPUH, B
KOUTO IIE C€ MpUiarat, a ChIIO Ja YJOBIETBOPAT HYXIHUTE HA CTYIAEHTH H
npenojasareny. Te3n CueHapuu ce IMoJIy4yaBaT OT MPEABAPUTEIIHUS aHAIW3 Ha

pEaJIHu CIIy4Yau.

The study proposes a hierarchical structure based on an analytic hierarchy
process. An analysis approach is applied to the decision-making process and the
selection of the most suitable e-learning system from open source systems,
software as cloud (SaaS, software as a service) and private systems. E-learning
platforms must meet the service criteria for definition, ranked in importance to be
effective in pre-determining the scenarios in which they will be applied and also
to meet the needs of students and faculty. These scenarios are obtained from the

preliminary analyzes in real cases.
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6. IIETPOBA, B. U3no0/13BaHe HA aHAJIMTUYEH HepapXu4eH mpoiec 3a
OlleHKa Ha KubepcurypHocr. MexayHapoaHaTa HaydyHa KOH(epeHuust
»CbBpeMeHHH N3CJIeIBAHNS U TEXHOJI0THM 32 oTOpanaTa®, 29 u 30 roum 2021
r., Bapua, ctp. II-75 - 11-81, ISSN 2815-2581.

OcHoBHaTa 1eJ1 Ha JOKJIaJa € Ja C€ NpEeACTaBH MPUIOKEHUE Ha
aHAIMTUYEH MepapXuU4eH Tpolec 4Ype3 H3MO0JI3BaHE Ha MaTeMaTUYeCKH
M3YKCIICHUS, 0a3UpaHU Ha MPEINOYUTAHUATA HA B3EMAIUTE PEIICHUS EKCIIEPTH
0 KMOEPCUTYpPHOCT C ToMollTa Ha ckanata Ha CaaTu, M3BECTHa B HaydHaTa
JUTEpaTypa KaTo ChCTOSIIA CE€ OT MeT MPEIU3HM HUBA M YETUPHU CPEOHH,
OMMCBAIIA UHTCH3UTET 3a OIIEHKAa Ha KHOEPCUTYPHOCTTA.

PesyntaTtute OT TOBa mpoyuyBaHe aaBaT WHMOpMAIUS 3a KPUTEPUUTE,
KOUTO Ca OILICHEHW C Hail-rojisiMa Ba)KHOCT: aJalTHUBHOCT, MEPCOHANU3AIUS U
YAOCTOBEpsiIBaHE. AJIaNTUBHOCTTAa BKJIIOYBA HAOJIOJICHHME Ha MpEeKoBaTa
CUTYPHOCT B peaiHo Bpeme. HezabaBHO ce OChIECTBABAT MPOBEPKH 3a 3aIlIaxu,
3JIOHAaMEpeH  Tpaduk, YA3BUMOCTH U aTaku. YJOCTOBEPSBAHETO Ha
noTpedutenutre € ePEeKTUBEH MEXaHM3bM, KOWTO BKJIIOYBA KAKTO ACMEKTH 3a
CUTYPHOCT, TaKa U U3M0JI3BAEMOCTTa, 3aI10TO TPSAOBa Ja rapaHTupa O€30MacHOCT
Ha paboTaTa MpU U3MOJI3BaHE HA OHJIAMH YCIYTUTE W MEPCOHATU3UPAHETO HA

NOTpEeOUTETHTE.

The main objective of the report is to present an application of an analytical
hierarchy process by using mathematical calculations based on the preferences of
cyber security expert decision-makers using the Saaty scale, known in the
scientific literature as consisting of five precision levels and four average,
describing cybersecurity assessment intensity.

The results of this study provide information on the criteria rated most
important: adaptability, personalization, and authentication. Adaptability includes
real-time network security monitoring. Scans for threats, malicious traffic,

vulnerabilities and attacks are performed immediately. User authentication is an

8
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effective mechanism that includes both security and usability aspects, because it
should ensure safety of operation when using online services and personalization

of users.

7. PETROVA, V. Network technologies for e-learning. 1V
International Scientific Conference “High technologies. Business. Society
2019”, 11-14.03.2019, Borovets, Bulgaria. International Scientific Journal
Industry 4.0, Issue 2/2019, pages 96-99. ISSN(print) 2534-8582, ISSN(WEB)
2534-997X.

Cratusita onucBa pa3paboTeHaTa oT aBTopa cpefia "MpeKOBU TEXHOJIOTUH
3a enekTpoHHO oOyuenue” (NTEL) ¢ momomira Ha mnpeiokeHUss MOJACN 3a
ONHCAaHKE, CTPYKTYpUPAHE U OPraHU3UPAHE HA OHTOJOTUYHO MPEACTaBSIHE Ha
y4eOHU 00EKTH Ype3 MPEJOCTABSIHE HA CEMaHTUUHA HHPPACTPYKTYpa.

KoMIoHEHTHUAT MO/IEN 32 MPEKOBU TEXHOJIOTUH 32 €JIEKTPOHHO 00yUYeHHE
€ pa3paboTeH Ha 0a3zaTa Ha CBHIIECTBYBAIIUTE CTAaHIAPTH, CHeUUPUKAIUU U
OHTOJIOTHU 3a Ch3/laBaHEe, YIIpaBJICHUE, Pa3BUTHE U OOMEH Ha Yy4eOHH OOEKTH,
CpEIICTBA U ChIIECTBYBAIlaTa TEOPUs Ha AU3aiiHa HA O0YUYEHHUETO.

OOcBKIaT ce CTpaTeruy U METOAO0JIOTUH 3a pa3padOTBaHE W BHEAPSBAHE

Ha OHTOJIOT M.

The paper presents an environment “Network technologies for e-
learning”(NTEL) using the offered Model for describing, structuring, and
organizing the ontological representation of learning objects through providing a
semantic infrastructure.

The Component model for network technologies for e-learning was
developed on the grounds of the existing standards, specifications, and ontologies
for the creation, management, development, and interchange of learning objects

and means and the existing instructional design theory.
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Strategies and methodologies in ontology development and implementation

are also discussed.

8. PETROVA, V. A cybersecurity risk assessment. VI International
Scientific Conference “High technologies. Business. Society 2021”, 08-
11.03.2021, Borovets, Bulgaria. International Scientific Journal Industry 4.0,
Issue 1/2021, pages 37-40. ISSN (print) 2534-8582, ISSN(WEB) 2534-997X.

I/ISCJIGI[BaHeTO npeacraBad MOACI 3a OLOCHKA Ha PHCKOBCTC 3a
KHOEPCUTYPHOCTTa, 3a Ja CE OCHTYpH KOH(DHUIACHIIMATHOCT, MHTETPUTET U
JOCTBITHOCT Ha I/IHCI)OpMaL[I/IHTa. I[eMOHCTpI/Ipa C€ U3IIOJI3BAHCTO HA aHAJIMTUYCH
ﬁepapaneH IIpOoLCC 3a U3BBPIIBAHC HA OIICHKA Ha PUCKOBCTC U IIPUOPUTU3UPAHC
M B cucrtemure. [lpuwmarailku MeTomosiorust 3a OLEHKA HAa pHUCKA TE Ce
CTPYKTYpHUpPAT U IOCTaBAT B WEpapXxus, MPaBAT CE CPAaBHEHMS IO JIBOWKHU U C€
HU349UCIIBaA IIPUOPUTCTHOTO TCIIIO, 3a Jd CC OPraHU3HUpPa TAXHOTO KJIACHPAHC U 1ad
CC IIPCICHU KOU OT PUCKOBETC Ca Hal-Ba)XHU 3a MMpeoa0JIsIBAHC U 1a CC ITIOCTHUTHEC

KHOEPCHUTYPHOCT.

The study presents a model for assessing cybersecurity risks to ensure
confidentiality, integrity and availability of information. The use of an analytical
hierarchy process to perform risk assessment and prioritization in systems is
demonstrated. Applying a risk assessment methodology, they are structured and
placed in a hierarchy, pairwise comparisons are made and the priority weight is
calculated to organize their ranking and assess which of the risks are most

important to overcome in order to achieve cyber security.

10



Pe3lomeTa Ha Ha Hay4YHM TPyAoOBe Ha rA. ac. A-p BaneHTMHa MapKosa lNMeTpoBa

9. PETROVA, V. A multi-criteria decision making model. VII
International Scientific Conference “High technologies. Business. Society
2022”,2022, Borovets, Bulgaria. International Scientific Journal Industry
4.0, Issue 1(10)/2022, pages 130-134. ISSN 2535-0005 (print), ISSN 2535-0013
(ONLINE).

B noknaga ce pasriexaa MHOTOKpPUTEpUANeH MOJEN 3a B3E€MaHE Ha
perIeHws 3a OIleHKa Ha pHCKa 3a KHOEPCUTYPHOCTTa, KOWTO MOXKE J1a CE U3T0JI3Ba
B Pa3IUYHM NMPOYYBAHUSI, HE3aBUCUMO OT BHJIa Ha KUOEPTEXHOJIOTUATA, KOSTO CE
onensiBa. [lom3ara oT oneHkara Ha pucka €, 4e€ T MO3BOJSBA OTHOCHUTEIHO
KJIaCpaHE Ha PUCKOBETE, MACHTU(DUITUpaHEe HA 00JIaCTH OT 0COOEHA BaXKHOCT 3a

IIPOY4YBAHC U KOJIUYICCTBCHO OIIPCACILAHC Ha PHUCKA.

H3non3Ba ce ABPBO HA PCUHICHUATA, 3a Ja CC I1IOCOYAT KPUTHYHUTC aACIICKTHU
Ha KI/I6epCI/IprHOCTTa, KOCTO JOIIPHHACA [1da CC HAMAJIAT IPOITYCKHUTC B AHAJIU3UTC

Ha KUOep eKCIepTUTE.

This study proposes a Multi-Criteria Decision Making (MCDA) model for
cyber security risk assessment that can be used in a variety of studies, regardless
of the type of cyber technology being evaluated. A benefit of a risk assessment is
that it allows relative ranking of the risks, identification of areas for particular
focus of investigations and quantification of risk. The use of decision tree is suited
for identifying critical aspects of a process that have a significant influence on

failure and for decision analysis involves risk assessment.

11
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10. PETROVA, V. Development of secure software. X
INTERNATIONAL  SCIENTIFIC  CONFERENCE  “TECHNICS.
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OcHOoBHaTa L€ Ha TOBa IMPOYYBAHE € Jla C€ MPEAJIOKaT MOAXOJSAIIN
MHCTPYMEHTH 3a TMOBHINIABAHE Ha 3allUTaTa Ha COPTYEPHHUTE CHUCTEMH OT
3JIOHAMEPEHM aTaku. ABTOPBT MpUilara pa3MUTa MHOTOKpUTEpHAIHA TEOPHs 3a
B3€MAaHE Ha PEIICHUS 3a OLEHKAa Ha XApaKTEPUCTUKUTE W aNTEpHATUBUTE 3a
CUTYPHOCT Ha cuctemaTa. UieHTupuirpaneTo U OEeHKAaTa Ha PUCKa € KIIF0UYOB
€JIEMEHT OT aHaJIM3a Ha COPTyepHaTa CUTYPHOCT.

[IpenonaBatenure MoOrar Ja W3IO0J3BAT NPEIJIOKEHUS METOH MpHU
NpEenoJlaBaHe Ha JHUCLUMIUIMHU, CBBP3aHU C NOPOrpaMHUpaHe Ha 3allUTCHH
copryepHu pemenus. Peanusupanata MeToIuMKa 3a OIEHKA Ha pHUCKAa U
HaIlpaBEHUTE U3CJIEIBaHUs, CBbP3aHH ChC COPTyepHATA CUTYPHOCT Ca BKIIFOUEHH
B yueOHaTa nporpama Ha AMcCUUIUIMHATA ,,DopeH3uKa u ynpaBieHUe Ha PUCKA B
KHOEpPCUTYPHOCTTA HA CHEUUATHOCT ,,KubepcurypHoct* B 4eTBBPTH KypC BbHB

BBMY.

he main objective of this study is to propose suitable tools to increase the
protection of software systems against malicious attacks. Analyzes and evaluation
of confidentiality, integrity and privacy of the information have been done. The
author applies fuzzy multi-criteria decision theory to evaluate system security
features and alternatives. Risk identification and assessment is a key element of

software security analysis.

Lecturers can use the proposed method when teaching subjects related to
programming of secure software solutions. The implemented methodology for
risk assessment and the conducted research related to software security are
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included in the curriculum of the discipline "Forensics and risk management in

cybersecurity".

11. PETROVA, V. Using the Analytic Hierarchy Process for LMS
selection. CompSysTech '19: 20th International Conference on Computer
Systems and Technologies, June 2019, Ruse, Bulgaria, Pages 332-336, ISBN:
978-1-4503-7149-0. DOI 10.1145/3345252.3345297

HpezmoxceH € MaTCMATUYCCKU MOJACII HAa aHAJIMTHUYCH ﬁepapaneH IIpoLccC,
IMPHIIOKCH B IIOAXO/ 3a CPABHABAHC Ha OCHOBATA HAa KOHICIIIHWHK 3a XapaKTCPHU
OCHBYHHN CHGHI/I(bHKaHI/II/I Ha Cpcau 3a CIICKTPOHHO 06yquI/Ie. AHanmu3beT ce
OCHOBaBa Ha JE(PUHUPAHETO HAa HA0Op OT KPUTEPHUH, KOUTO Ca CBBP3AHU C
XApPaKTCPUCTUKUTC Ha CHCTCMHUTC 3a YIPABICHUCTO Ha CICKTPOHHOTO
00y4eHHeTo.

PCSy.]ITaTI/ITe OT MU3CJICABAHCTO MOrar Ja CC MU3IO0J3BAT OT CKCIICPTUTC U
pa3pa60T‘lI/IIII/ITe Ha HMHCTPYMCHTH 3a CJICKTPOHHO 06y116HI/I€ 3a B3€MAaHC Ha
PCIICHUA ITPHU U3TPAXKIAHC HA CO(bTyepHI/I CUCTCMHU, PCATIN3UPAHC Ha CIICKTPOHHO
oOydeHue, 3a pa3pabOTBaHE U yIpaBJICHHE Ha PECYpPCH, KypCOBE M YUYEOHH

00EKTH.

A mathematical model of an analytical hierarchy process is proposed,
implemented in a concept-based comparison approach for characteristic
evaluation specifications of e-learning environments. The analysis is based on the
definition of a set of criteria that are related to the characteristics of learning
management systems.

The results of the study can be used by experts and developers of e-learning
tools to make decisions when building software systems, implementing e-

learning, developing and managing resources, courses and learning objects.
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12. PETROVA, V. The Hierarchical Decision Model of cybersecurity
risk  assessment. 12th  NATIONAL CONFERENCE WITH
INTERNATIONAL PARTICIPATION “ELECTRONICA 2021, May 27-
28, 2021, pages 18-21, ISBN 978-166544061-5 DOI
10.1109/ELECTRONICA52725.2021.9513722

[IpennoxkeHata B JOKJIaga OIEHKAa Ha PHCKa 3a KUOEPCUTYPHOCTTa U
MPUJIAraHETO M € OT CHIIECTBEHO 3HAYEHUE IMPU Ch3JaBaHE Ha 3alUTECHU
UH(GOPMAIIMOHHU CUCTEMU. M30paHusAT aHATUTHYEH METO/T TIOBJIMSIBA B3EMAHETO
Ha pEeLIEHNUs, CBbP3aHU CbC CUTypHOCTTA. [locoueHnTe KkpuTeprun nmpeacTaBiIsiBaT
ONTUMAJIHA UHJIUKATOPH 32 OBJICIIN YA3BUMOCTHU B MPUIIOKEHUATA.

[IpouecbT Ha aHaNUTUYHA Hepapxusi KOMOMHHpA KayeCTBEHU U
KOJIMYECTBEHU METOJM 3a OLIEHKa U OCUrypsBa €(EeKTHBEH MOJEIN, KOWTO ce
npwiara B Yy4YeOHHTE YacoBe MO AUCHUIUIMHHUTE , OCHOBM Ha OOEKTHO
OpUEHTUPAHOTO Tporpamupane’ u ,JO0EKTHO OPUEHTHUPAHO MpOrpaMHupaHe’ u

MOJXKC Oa CC M3II0JI3Ba B ﬂeﬁHOCTTa Ha CKCIICPTUTC I10 KI/I6epCI/IprHOCT.

The cybersecurity risk assessment proposed in the report and its
implementation is essential in creating secure information systems. The analytical
assessment method affects security-related decision-making.

The results of the multi-criteria cyber risk assessment are used to make
decisions related to the implementation of specific security measures. The
specified criteria are optimal indicators of future application vulnerabilities.

The Analytical hierarchy process combines qualitative and quantitative
assessment methods and provides an effective model that is applied in the
cybersecurity study programs and can be used in the work of cyber security

experts.
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