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PEUEH3UA

om npogh. OmH uHX. Palivo ToGopoe UnapuoHoe,
kam. KomniombpHU cucmemMu u mexHonoauu,
TexHu4yecku yHusepcumem [Fabpogo

Ha Hay4yHUTe TPpyaoBe, NpeAcTaBeHu Nno KOHKypca 3a 3aemaHe
Ha akafeMuyHa ANbXHOCT

»npodecop”

3a HyXauTe Ha kategpa ,MHdopMaunoHHU TeXHONOrMn" BB
dakynteT ,MrxeHepeH* Ha BBMY ,H. /. Banuapos®, kakTo crneapa:
1. O6bnacTt Ha BucleTo obpasoBaHune 5. TeXHUYECKN HayKu;
2. lNMpodbecroHanHo HanpaeneHue 5.3. KoMyHUKaunMoHHa 1 KOMNIOTbPHA TEXHUKA;
3. YuebHu gucumnnunn: ,MpexoBa curypHocTt”, ,BbBeaeHne B KOMMIOTbPHUTE MPexu”,
,2KomnoTbpHu mpexun: Routing and Switching®, ,KomntotbpHu mpexun: Scaling
Networks", ,KomntotbpHu mpexun: ConnectingNetworks® — 3a egHO MsicTO, CbC CpPOK 2

mMeceLa, obsiBeH B [IbpkaBeH BecTHUK 6pon 71 ot 02 centemBpn 2022 r. ¢ kaHanaar:

nosiIkoeHUK doyeHm, 0-p KOnusiH MeaHoes LjoHes,

1. TpynoBe, NpeacTaBeHUs OT KaHAWAATa, KOUTO Ce NMpuemart 3a OLeHKa M
peueH3npaHe.

KaHoupatbT 3a npodecop yyactBa C 27 HayyHu nybnukauum v eauvH
MOHOrpadguyeH TpyA KakTo crefBa:

My6nukauun B8 SCOPUS 1 WoS 5 6p.
My6nukaummn B cnucaHns (Ha aHrmnnckn) 2 6p.- Ne25n 26
[oknaau oT MexayHapoaHN HayYHU KOHdepeHumn 25 6p., kaTo

OT TAX Ha aHrMUINCKM — 12, aBTOPCKK - 3, B CbaBTOPCTBO 22.

He ca npeacraseHu 3a peueHavpaHe yuebHuum n yuebHn nocobus.
KanauoatbT € nocounn ydactue B 7 Hay4HO-MPUIIOXHM NPOeKTa, Kato e

PBLKOBOAMUIT €4UH MeXAyHapOAEH NPOEKT.
[Hou. LloHeB e 6un pbkoBoauTern Ha 4 JOKTOPAHTU, YCNELHO 3alnTnnm n

npuao6unu obpasosaTenHo-Hay4dHa cTeneH ,AoKTop”. Ha Tpuma oT Tax e 6un TexeH
€UHCTBEH PbKOBOAMUTEN.

0606LLeHVe Ha U3MBITHEHNETO Ha MUHUMANHUTE HAayKOMETPUYHI nokasaTenu Ha
KpUTEpUUTE 3a 3aemMaHe Ha akagemvyHaTa ATbXHOCT ,npodhecop” AaBam B Tabnuuara:
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F'pyna | HaykomeTpuyieH nokasaren Bp. T. g‘:",r

A | AvcepTaumnoreH Tpya a0 a0

B XabunurtaunoHeH TpyA - MOHorpadgus 100 100

r HayyHu ny6nukauum 264,67 | 200

i LuTnpanus B Hay4Hu nsgaHus 158 100

E PbKOBOACTBO Ha YCMELUHO 3aLLUUTUIIU JOKTOPAHTU W npoektn | 193,33 | 150
O6wy 6pont ToukM 3a akagemMnyHaTa ATbXHOCT ,npocdecop” | 769 600

OT npeacTaseHata cnpaska ce BKAA, Ye nonk. aou. FonusH LioHeB HambHO
OTroBapsi Ha HaLUMOHanNHUTe HaykoOMeTPUYHU NokasaTtesnu 3a 3aemaHe Ha akageMuyHaTa
ANbXHOCT ,npochecop”.

2. O6wa xapaktepuctTMka Ha Hay4yHou3crnegoBarenckara, Hay4Ho-
npunoxHara A4enHOCT Ha KaHauAaara.

[IpencTaBennTe B CiMchbKa HAyYHU TPYI0BE U MyOJUKAIUU 33 pEelleH3UpPaHE
00XBallaT CJIeJHUTE OCHOBHU 00JIACTH HA U3CJICIBAHE:

1. KOMMioTbpHU cucTEMM, KOMMIIEKCU U MPEXU: CTPYKTYpeH aHanua, Metoau 3a
KOHTpON 1 aHanus Ha goctwna [6, 7, 8, 9, 10, 11, 12, 13].

2. KubepHeTnyHa CUrypHOCT: u3crefBaHe W aHanua Ha YA3BUMOCTU B
KOMMIOTbPHUTE MPEXW W TEXHOMOIMM 1M MeToau 3a TAXHOTO OTCTpaHsBaHe,
aHanus Ha KMbepHeTUYHUTE atakm N MeTOAW 3a TAXHOTO NPOTUBOAENCTBUE [1,
2, 3, 23, 24, 25, MoHorpadu4yeH Tpya.

3. MMpunoxeHne Ha WHMOPMALMOHHUTE TEXHOMOTMM BbB BUCILWTE YYUNULLA:
YCbBBPLUEHCTBAHE HA MeTo[MKaTa, OpraHusauusita U CbAbPXaHUeTo Ha
y4ebHOTO CbhabpXaHue; aBToMaTu3MpaHe Ha ynpasreHneTo Ha AeiHoCTTa Ha
Bucwe yuunuuwie [14, 15, 16, 17, 18, 19, 20, 21, 22].

4. PaspabotBaHe ¥ NpunoXxeHne Ha CHUMYMaLMOHHU TEXHWKM W MNpoueaypu 3a
obpabotka Ha [JaHHW 3@ [OUCKPETHW W CTaTUCTUYECKN  EMMUPUYHM
pasnpefeneHus Ha cny4anHu BenuunHu [4, 5).

Hayq Hou3crnegoBarenckara, Hay4YHoO-NpPUNoXHaTta genHoCT:

KaHompatbT mma yvactme kaTo wu3cnegoBaTen W pbKOBOAWUTEN B CrefHuTe
npoekT: ABTomMatusnpaHa cvctema 3a ynpaBreHue orbHs Ha apTUNepuincKn AMBU3NOH
“‘OrbH’, ,ABTOMaTM3MpaHa cuctema 3a yrnpabfieHWe OrbHA Ha apTUNEepPUNcKM AMBU3NOH
“‘Uckpa”, JlokanHa wu3uucnutenHa wpexa“, M3uucnutenHa 3sana“, JlokanHa
nsuncnutenHa mpexa “Ekcnept”, ,Komnnekc nposepoBbyHa anapartypa 3a “Ctpena 2",
“‘Ctpena 2M”, M3rpaxgaHe Ha vHTerpupaHa cuctema 3a MofenupaHe U cumynauvs B
MwuHuctepctBOoTO Ha oTbpaHata u Bbnrapckata apmus®, MarpaxgaHe Ha GeaxudHa
KOMMIOTbpHa Mpexa BbB BBMY ,H. . Banuapos®, ,PaspaboTBaHe Ha BUpTyarnHa cpeaa
3a ynpasneHve Ha KnbepHeTU4YeH MonuroH 3a Hyxaute Ha BBMY ,H. W. Banuapos®,
,Knbep-curypHocT 3a Mopcku nuua‘.

Hocuten e Ha Harpagarta ,[lutarop” 2021.
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3. OueHka Ha nepgarornyeckata NOAroTOBKa U AeMHOCT Ha KaHAWAATa;

AkagemunyHata AHI2XXMPaHOCT Ha MOJIK. OO0L. KonusaH LlOHeB € KaTto akagemuyeH
npenogaearern, Bofell NekynoHHU 1 NpakTU4eckn 3aHATUA No AUCUUMIIUHUTE:

- ,BbBefeHne B KOMNOTbPHUTE MPEXn”,

- ,KomniotbpHu mpexu: Routing and Switching®;
-“KomniotbpHu mpexu: Scaling Networks”;
-“KomniotbpHn mpexu: Connecting Networks”;
-“OCHOBM Ha MpexoBaTta CUrypHOCT";
-,MpexoBa curypHocT |-Ba yacT";

-,MpexoBa curypHocT |l-pa yacT®;

-kypc Ha MO ,Cisco mpexu moayn 1-4.

KaHgupoatsT e yyactsan B 4 ekcniepTHu rpynu Ha HAOA 3a nporpamMHa akpeautaums
B npopecunoHanHo HanpasneHune 5.3 ,KoMmyHUKaLMOHHA N KOMMIOTbPHA TEXHUKA“ U B 6
Hayu4Hu XypuTa 3a npugobusarHe Ha OHC ,nokTop”.

4. OCHOBHM Hay4HU U HAy4HO-MPUNOXHU NPUHOCKU

MNpuemam Taka npepcTaBeHUTE HaAy4YHU MPUHOCKM Ha KaHOugaTa, KOUMTo ca
NPeANOXEeHN Mo Hay4YHUTE HanpasBreHus.

Ot 151X MOra fa cenektvpam KaTo:

- Hay4Hu npuHocute A.1., B.3. n I.2.

- Hay4Ho-npunoxHu A.2., b.2., b.6., 6.9. T".1.

- MPUIOXHN — OCTaHanuTe.

A. KomniombpHu cucmemu, KOMMIIEKCU U MPeXu: CMpPyKmypeH aHasus,
ycbebpweHcmeaHe Ha memodume u cnocobume 3a KOHMPOJI U aHanu3 Ha
docmwna [6,7, 8,9, 10, 11, 12, 13].

OCHOBHM NpuHOCHK:

1.PaspaboteH e HauvMH 3a cTatu4HO pasnpepeneHne Ha IP agpecute mexay
XOCTOBETE B KOMMOTbpHA Mpexa upe3d DHCP cbpBbp, 6a3vpaH Ha cbOTBETCTBUETO
mMexay huanyeckn u nornyeckn agpec 1 No3Bonsealy, nocrensall, KOHTPOS Ha AocTbhna
[0 pasnuyHu NHOOPMaLMOHHK yCnyru [6].

2.PaspaboTeH e noaxop 3a pasnpeaeneHue Ha IP agpecu BbB BUPTYyanHu nokanHu
mpexu (VLAN), ocurypsiBaly Bb3MOXHOCTM 3a KOHTpon Ha doctbna BbB VLAN un
AedrHUpaHeTo Ha pasnuyHa nonuTuka KbM Hepernctpupanu komnotpu [10].

3.MpennoxeHn ca 11 nokasartens 3a oueHka eekTnBHocTTa Ha Web cantose u ca
npeacTaBeHn NpenopbkK 3a HeMHoTo nogobpsiBaxe [7].

4.VacneppaHa e nponyckatenHata CrnocoBHOCT Ha MaplipyTtusatopu  npu
emMynupaHe Ha TsixHaTa paboTa BbB BUpTyarnHa cpeja u e JokKasaHa Bb3MOXHOCTTa 3a
ocUrypsiBaHe Ha CBbp3aHOCTTa MeX/y BUpTyanHa MpexoBsa cpefa ¢ huandecka TakaBa
[11].

5.Pa3paboTeHa e cucteMa 3a CUHXPOHU3MpaHe Ha BpeMeTo, ocurypsisalla eiuHHO
BpEME nNpW MPOTOKONMPaHe Ha PpasnuyHM CbOUTUSI B KOMMIOTbPHA Mpexa Wu
no3BonsBallla OTKpUBaHe U aHanu3 Ha NPUYNHHO-CNeACTBEHN BPb3kn Mexay Tax [9].
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6.[lokasaHa e Bb3MOXHOCTTa 3a WHTerpupaHe pabotata Ha Private Branch
eXchange (PBX) tenecdoHHa ueHTpana ¢ VolP ueHTpana u ca npeanoxexu 3
apXUTEKTYPHW peLLeHns 3a ocurypsiBaHe Ha TaxHaTta cebp3aHocT [13].

7.PaspaboteHa e cuctema 3@  MOHWUTOPUHT  Ha  CBbp3aHoCTTa U
paboTocnocobHOCTTa Ha ycryr B KOMMIOTbPHA Mpexa v € BHeApeHa B KOMMITbpHaTa
Mpexa Ha BBMY ,H. /. Banuapos® [12].

b. KubepcuaypHocm: vi3cneaBaHe W aHanu3 Ha ys3BUMOCTM B CbLUECTBYBALLM
TEXHONMOrMM U paspaboTBaHe Ha HayvMHW 3a TAXHOTO OTCTpaHsBaHe, aHanu3 Ha
knbepaTakm u paspaboTBaHe Ha NOAXOAM 3a TAXHOTO NPOTUBOAEICTBUE [1,2, 3, 23, 24,
25, 26, 27, MoHorpadwuyeH Tpyal.

1.AHanuanpaHu ca Bb3MOXHOCTATE 3a KOMMpPOMeTUpaHe Ha noTpebutencku
akayHTW 4Ypes rnoryvaBaHe Ha HernpaBoMepeH AOCTbM A0 Xell CTOMHOCTUTE Ha TeXHUTE
naponu [1].

2.PaspaboteH e noaxoa v e peanvavpaHa cucTema 3a npunaraHe Ha o6HOBIEHUS
B NPOrpamMHOTO OCUrypsiBaHE Ha KOMMIOTHPHW CUCTEMU MPU MUHUMU3UPaHE Ha BPEMETO
UM Ha HepaboTocnocobHocT [2, 24].

3.MpeanoxeH e noaxoa 3a cb3gaBaHe Ha aBTOMaTU3UpaHa exeaHeBHa OLEeHKa Ha
CUIypHOCTT@ B KOMMIOTbPHA Mpexa Ype3 KOHTPON Ha KPUTWYHM 3a CUrypHOCTTa W
napameTpu [3].

4.PaspaboTteH e cneuvanuavpaH TecTep 3a eKCrpecHa oLeHKa Ha yA3BMMOCTU B
KOMMIOTbPHa Mpexa, No3BorisiBall, CKaHMpaHe U OTKPMBaHeE Ha XOCTOBE, CKaHupaHe 3a
HanuM4ve Ha OTBOPEHU NOPTOBE U YA3BMMU YCIyr1, OTKpuBaHe Ha cnabu naponu [23].

5. [MonyyeHn ca ekcnepvMeHTanNHU AaHHU U ca aHanuaupaHu napameTpuTe Ha
paboTarta Ha xapa-Auckoee npu pabortarta n KpUNTUpaHeTo UM OT Ransomware BUpYcC
[25].

6.HanpaseH e o06cToeH aHanM3 Ha BBMAPOCUMTE MO OCUrypsiBaHe Ha
KubepcurypHocTTa B MopckaTa uHOycTpusi, obxBawial, cneuudukata Ha OCHOBHU
KOMMOHEHTU KaTO MpuUCTaHWULLIHA MHppPacTpyKTypa U noructuka, kopabu, cuctemu 3a
yrnpaBsneHve u pasnpegeneHne Ha ToBapu W KOHTeWHepu, rnobanHu cuctemm 3a
naeHTudpuKaumna n Hasuraumnsa [26].

7.PagpaboteHa e KkoHUenuua 3a CTpykTypa Ha ,YyebGeH LUeHTbp no
kubepcurypHoct”. UarpageH e SOTC (Security Operations Training Center) BbB BBMY
,H. M. Banuapos®, usnonssaH npu MOAroToBKaTa Ha CTY[AEHTM OT CreLmanHocT
.KnbepcurypHoct" n kypcaHtu cbe cneumanusauyus ,Knbeponepauun” [27].

8.Cb3naneHn ca BupTyanHu u duandeckn nabopatopHu cpean, Ypes KouTo ca
nscneaBaHn yHKUMOHMPAHETO Ha pefuua MPEXOBWU MPOTOKONUM U KOMYHWUKaLMOHHO
obopyaBaHe nof Bb3AeUCTBMETO Ha pasnuyHn kmbepatakvm [MoHorpadgus).

9.[lokazaHo € HanuMuMeTo K ca aHanu3vMpaHu YsA3BMMOCTM B W3MOM3BaHUTe
TEXHOMOMMN BbB (PU3NYECKOTO, KAHANHOTO, MPEXOBO W TPAHCMNOPTHO HWUBO Ha
KOMMIOTbPHUTE Mpexu. PaspaboTeHn 1 npeanoXxeHun ca HaumHu 3a NPoTUBOAENCTBYE Ha
Knbepartaku, 6asvpaHun Ha Te3n ysa3sumocTy [MoHorpadums].

B. lMpunoxeHue Ha uHgopMayuUOHHUME mexHosio2uu eb8 Bucwume y4u-
Juwa: ycbebpweHcmeaHe Mmemodukama, op2aHu3ayusima u cbObpXxxaHuemo Ha
oby4yeHue; aemomamu3upaHe Ha ynpaeneHuemo Ha OelHocmma Ha Bucwe
yyunuuwe [14, 15, 16, 17, 18, 19, 20, 21, 22].

OCHOBHU NPUHOCK:

1.AHanuaupaHn ca BbL3MOXHOCTW 33 M3MNON3BaHe Ha UrpoBmsauusaTa B y4ebHus
NMpouec 1 e CrnofeneH onUTbT OT NPOBEXAAHETO Ha 3aHATUA U CbCTEe3aHUs C UrpoBU
enemeHTn [18, 19, 21, 22].
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2.lpeanoxeHun ca HaunHY 3a U3MNo3BaHe Ha NPOrPaMHOTO OCUTypPsIBaHe OT MOPCKM
TPeHaXOpPHU KOMIeKcn BbB BUpTyanHa cpega [15, 17].

3.AHanu13npaHn ca Bb3MOXHOCTU 3a U3MOS3BaHE Ha BUOEOKOH(EPEHTHN BPb3KM B
agMVHUCTpaTUBHaTa U akafgeMUYHN JEeNHOCTU Ha BUCLLUUTE YYUnuLLa v ca NnpeasioxXeHu
W peanuanpaHn TexHU4Yecku pelleHus 3a ocurypssaHeTo um [14, 16 — 2016 roa.].
Pesynratute ot paborarta ca M3nonaeaHu B NpoBeeHU KypcoBe C npernogasaTeny ot
BBMY ,H. W. Banuapo“ no NpUnoxeHWeTo Ha CbBpEeMEeHHUTE UHMOOPMALMOHHU
TexHonoruv B y4ebHus npotec.

4.AHanuampaHmu ca Bb3aMOXHOCTV 3a aBTOMaTU3MpaHe Ha CTYAEHTCKU NPOLECU BbB
BBMY ,H. 1. Banuaos* [20].

5.PaspaboteHa e meToauka 3a 3almTa Ha AUNIOMHM paboTW B AUCTAHLMOHHA
cpena. lNpeanoxeHo e TeXHUYECKO peLleHne U e NpoBedeHa 3a NPbB MbT 3aluTa Ha
AVNnoMHKn pabotn Ha ctyaeHTn ot cneumanHoctu JMKT* u KubepcurypHoct”, OKC
sMarncTbp® B auctaHumoHHa cpepa (20.03.2020 r.). CbsgageHa e MeToauka,
TEXHUYECKO pelleHne U NpoBeaeH ,HenpUChLCTBEH NpueM Ha KypcaHTu" BbB BBMY ,H.
. Banuapos® (anpun 2020 r.).

I'. Paspabomeare u usnonseaHe Ha CUMyIayUOHHU MEXHUKU U npoyedypu 3a
ob6pabomka Ha OaHHU 3a QUCKPeMHU U eMNupuYHU pasnpeodesieHus.

1. PaspaboteH e Bootstrap cumynaumoHeH TecT 3a MOAEHTUYHOCT Ha AUCKPETHM
pasnpeaenexus (IDDT - identical discrete distribution test) n e npunoxeH Bbpxy AaHHKU
OT aHKeTHO npoyyBaHe cpef 62 y4acTHULM OTHOCHO NMAEPCKN KayecTBa B akageMuyHu
WUHCTUTYLUU OT ABa KOHTUHEHTa [5].

2. lpegnara ce meTod 3a OUEHKA Ha EMMUPUYHU WHTErpanHuM 3akoHU Ha
pasnpepenerve (ECDF) 3a HenpekbcHaTa cryvaiHa BenuuMHa, KOWTO nopobpssa
meToda Ha Kaplan-Mayer npv gecuHupaHeTo Ha cUMETpPUYHO ycrnosue [4].

5. 3HauMmocCTTa 3a NPUHOCUTE 3a HayKaTa M NpakTUKaTa

MNpeacraBeH e gokasaTefnicTBeH matepuan 3a 33 UMTUpaHUSA Ha TpydoBeTe Ha
kaHgupaTta. OT Tax 9 ca B nybnukaumm B SCOPUS n WoS, a ocrtaHanute ca B
MOHOrpaduv 1 KONeKTUBHU TOMOBE C HayyHO peleH3upaHe. He ca npepcraBeHu
AOKYMEHTU 3a BHEAPABAHUS M MPSK MKOHOMUYECKN edpekT, HO 4o6po BnevaTneHne npasu
PBbKOBOACTBOTO Ha MexayHapoaeH n obpasosateneH npoekt Cybersecurity for Seafarers
(KnbepcurypHocT 3a mopcku nuua), puHaHcupat ot Fulbright.

EouH oT nokasatenute 3a 3acnyrute Ha kKaHgupaTta € NIMYHOTO My y4yactue B
rnocoyeHute no-rope npuHocu. OT 27-Te nybnukauum - 4 ca camMoCTOATEnHW, a
ocTaHanute ca B CbaBTOPCTBO C Apyrn astopu. boratata yyebHa u HayyHo-
uacregoBarercka AevHOCT ca AoKa3aTerncTBo 3a €4HO BUCOKO HUBO 3a npodecuoHanHa
KOMMNEeTeHTHOCT. CbabpXaHMETO B MaTepuanute NO KOHKypca rOBOPAT 3@ BUCOKO
NMoAroTBEH Creuuanuct U He OCTaBAT CbMHEHMEe B TOBa, Ye Hay4yHUTe U MPUNOXKHN
NPVYHOCK Ha KaHauaaTa ca CaMOCTOATENHO AEeNOo UKW eKUMHO, HO C HEroBOTO 3HA4MMO
TBOPYECKO y4acTue.

7. KpuTuuHu 6enexku v npenopbku

ChbluecTBeHu 3abenexku kbM KaHangata Hamam. bux nckan ga otnpass cregHute
npenopbKku: Aa npoAabiDKK akTuBHaTa CU Hay4YHO-u3cregoBaTerickarta pa607a B Ta3n
nepcriekTuBHa obnacTt Ha TexHukaTa, a ce onuta ga naTteHtosa M306peTevaTa cu, oa
y4vyacTtBa B MHOBaAUMOHHN NMPOEKTH, Aa HamMarnu agMUHUCTpaTUBHaTa 7
npenogaearerickata cu pa60Ta 3a CMeTKa Ha Hay4YHO-u3cregoBarenckarta nenHocr. [a
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NPOABLITKN aKkTUBHATa CU AEWNHOCT C AOKTOpaHTUTE U Aa Cb3[aBa NPOEeKTU C npuHageHa
CTOMHOCT, Thi KaTO cunHaTa 4YacT Ha MOLEPHU3NPAHETO Ha ApMMﬂTa € Ha OCHOBaTa Ha
kubep curypHoCTTa 1 JOCTOBEPHOCTTA Ha M3NON3BaHNTE AaHHM,

8. JlnuHm BnevaTneHus n CTaHOBWLUEe Ha peLeH3eHTa.

He nosHasam nuuHo kaHgupata. MouTe BrevyatneHus ca oT NpeaocTaBeHuTe 3a
KOHKypca maTepuanu. 3a meH gou. LloHeB e gokasaH npodecuoHanucT, npemuHan
BCMYKM CTbNana Ha npenojasaresickata AefHOCT, NpUTexasa BUCOKO HUBO B HAyuYHO-
nacneposaTtesickaTa IeMHOCT, U3BECTEH yYeH Y Hac U B Yyx6uHa. Mma 6oraTt onuT kaTto
npenopasarern u y4eH. Bnazee Ha BUCOKO HMBO aHrMIACKN €31K, NPeMUHAn € Npea MHOro
HMBa Ha 0Oy4eHWs, uMa HeoOXOANMUTE YMEHUS KaTo OpraHu3aTop W peanusaTop Ha
Hay4HW 1 TBOPYECKUN NEeHOCTH.

9. 3aknouyeHue

KanoumgatsT pgou. HOnusiH VBaHOB LiOHEB 3HauYMTEnHO NpeusnbiiHSBA BCUYKU
nsuncksanwna Ha 3PACPBE u MMN3PACPE v BbTpewHus npasunHuk Ha BBMY ,H. W.
BanuapoB 3a ycnosusita u peaa 3a 3aemaHe Ha akagemuyHa ANMBXHOCT ,npodecop”.
Hanuue e poctatbyHa no obem HayyHa NPOAYKUMSI C HAYYHU, HAYYHO-MPUIOXKHU W
NpUNoXxHu npuHocu. [lpaBu BnedyatneHve 6GoraTusi HayyYeH OMUT, ronemus Gpom
3aluUTUIN AOKTOPAHTU, PbKOBOAEHUTE MPOEKTU, NPAKTUYECKUTE YMEHUSA U KOMMNETEHLUN
3a e4HO BUCOKO HMBO Ha crnieumanucT 1 y4eH B HayyHaTa obnacr.

Bb3 ocHoBa Ha rope HanucaHOTO npeanaram MOMKOBHWK [0U. A-p UHX. KOnusH
VBaHoB LloHeB fa 3aeme akagemuyHaTta AnMbXHOCT ,npodecop” B NpodhecnoHanHoTo
HanpasneHue 5.3. KOMyHUKaLMOHHA U KOMMIOTbPHA TEeXHWKA , YYeBHU AUCLIMNIUHW:
,BbBEfjeHMe B KOMMIOTbPHUTE Mpexu”, ,KomnioTbpHu Mpexu: Routing and Switching®,
,KomntoTbpHn mpexn: Scaling Networks®, ,KomntotbpHu Mpexu: Connecting Networks*
n ,OCHOBM Ha MpeXxoBa CUryPHOCT",

11.11.2022 . PeueHseHT:
rp. Mabposo npod. P. napnoHos
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VVMU "N. J. VAPTSAROV"

REVIEW

by Prof. D.Sc. Eng. Raycho Todorov llarionov,
Department of Computer Systems and Technologies,
Technical University of Gabrovo

of the scientific works presented in the competition for
an academic position

,, Professor”

for the needs of the Department of "Information Technologies" in
faculty "Engineering" of VVMU "N. Y. Vaptsarov", as follows:
1. Field of higher education 5. Technical sciences;
2. Professional direction 5.3. Communication and computer technology;

3. Doctoral program: "Automated systems for information processing and control", study
disciplines: "Network security", "Introduction to Computer Networks", "Computer
Networks: Routing and Switching", "Computer Networks: Scaling Networks", "Computer
Networks: Connecting Networks" — for one place, with a term of 2 months, announced in

the State Gazette number 71 of September 2, 2022 with a candidate:
colonel associate professor, Dr. Yulian lvanov Tsonev.

1. Papers submitted by the candidate that are accepted for evaluation and
review.

The candidate for professor participated with 27 scientific
publications and one monographic work as follows:

Publications in SCOPUS and WoS 5 pcs.
Publications in journals (in English) 2 pcs. - No. 25 and 26
Papers from international scientific conferences 25 pcs.,

of them in English — 12, authored - 3, co-authored 22

Textbooks and teaching aids are not submitted for review.

The candidate indicated participation in 7 scientific-applied projects, he led one
international project. _

Prof. Tsonev has supervised 5 doctoral students, 4 of whom have successfully defended
their theses.

Points | Min-
Group | Scientometric indicators points
count
count
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A Dissertation thesis 50 50

B Habilitation thesis - monograph 100 100

C Scientific publications 264,67 | 200

D Citations in scientific publications 158 100
Guidance of successfully defended PhD students and

E projects 193,33 | 150
Total number of points for the academic position "Professor" | 769 600

From the presented reference, it can be seen that Col. Associate Professor Yulian

Tsonev fully meets the national scientometric indicators for occupying the academic
position "Professor".

2. General characteristics of the candidate's research and scientific-applied
activities.

The listed research papers and peer-reviewed publications cover the
following main research areas:

5. Computer systems, complexes and networks: structural analysis, methods of
access control and analysis [6, 7, 8, 9, 10, 11, 12, 13].

6. Cyber security: research and analysis of vulnerabilities in computer networks and
technologies and methods for their removal, analysis of cyber attacks and
methods for their countermeasures [1, 2, 3, 23, 24, 25, Monographic work].

7. Application of information technologies in higher schools: improvement of the
methodology, organization and content of the educational content; automation of
the management of the activity of a higher school [14, 15, 16, 17, 18, 19, 20, 21,
22].

8. Development and application of simulation techniques and data processing

procedures for discrete and statistical empirical distributions of random variables
[4, 5].

Scientific research and scientific-applied activities:

The candidate is involved as a researcher and supervisor in the following projects:
Automated fire control system of artillery division "Fire", "Automated fire control system
of artillery division "Iskra", "Local Computing Network", "Computing Room", "Local
computing network "Expert", "Complex testing equipment for "Strela 2", “Strela 2M”,
"Building an integrated system for modeling and simulation in the Ministry of Defense and
the Bulgarian Army", " Building of a wireless computer network in VVMU "N. Y.
Vaptsarov", "Development of a virtual environment for managing a cyber training ground
for the needs of VVMU "N. Y. Vaptsarov", "Cybersecurity for Seafarers".

He is the winner of the 2021 Pythagoras Prize.

3. Assessment of the candidate's pedagogical training and activity:

The academic commitment of Col. Assoc. Prof. Yulian Tsonev is as an academic
teacher, leading lectures and practical classes in the disciplines:

- "Introduction to Computer Networks";
- "Computer networks: Routing and Switching";
- “Computer networks: Scaling Networks”;
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- "Computer networks: Connecting Networks";

- "Fundamentals of Network Security";

- "Network Security Part I";

- "Network Security Part 11";

- course of MO "Cisco Networks" module 1-4.

The candidate participated in 4 expert groups of NAOA for program accreditation in
professional direction 5.3 "Communication and computer technology" and in 6 scientific
juries for the acquisition of the educational and scientific degree "doctor".

4. Basic scientific and scientific-applied contributions

| accept the thus presented scientific contributions of the candidate, which are
proposed in the scientific directions.

From them | can select as:

- scientific contributions A.1., B.3. and D.2.

- scientific and applied A.2., B.2., B.6., B.9. and D.1.

- applied - the rest.

A. Computer systems, complexes and networks: structural analysis,
improvement of methods and means of access control and analysis [6, 7, 8, 9, 10,
11,12, 13].

Main contributions:

1. A method has been developed for the static distribution of IP addresses between
hosts in a computer network through a DHCP server, based on the correspondence
between a physical and logical address and allowing subsequent control of access to
various information services [6].

2. An approach to the distribution of IP addresses in virtual local networks (VLANSs)
has been developed, providing opportunities to control access in VLANs and to define a
different policy to unregistered computers [10].

3. 11 indicators for evaluating the effectiveness of Web sites are proposed and
recommendations for its improvement are presented [7].

4. The throughput of routers when emulating their operation in a virtual environment
was investigated and the possibility of ensuring the connectivity between a virtual network
environment and a physical one was proved [11].

5. A time synchronization system was developed, providing a uniform time when
logging various events in a computer network and allowing detection and analysis of
causal relationships between them [9].

6. The possibility of integrating the operation of a Private Branch eXchange (PBX)
telephone exchange with a VolP exchange has been proven and 3 architectural solutions
have been proposed to ensure their connectivity [13].

7. A system for monitoring the connectivity and operability of services in a computer
network has been developed and implemented in the computer network of VVMU "N. Y.
Vaptsarov" [12].

B. Cybersecurity: research and analysis of vulnerabilities in existing
technologies and development of ways to eliminate them; analysis of cyber-attacks
and development of approaches for their countermeasures [1, 2, 3, 23, 24, 25, 26,
27, Monographic work].
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1. The possibilities of compromising user accounts by gaining illegal access to the
hash values of their passwords have been analyzed [1].

2. An approach was developed and a system was implemented for applying updates
in the software of computer systems while minimizing their downtime [2, 24].

3. An approach was proposed to create an automated daily assessment of security
in a computer network by monitoring its security-critical parameters [3].

4. A specialized tester was developed for the express assessment of vulnerabilities
in a computer network, allowing scanning and detection of hosts, scanning for the
presence of open ports and vulnerable services, detection of weak passwords [23].

5. Experimental data were obtained and the performance parameters of hard drives
were analyzed during their operation and encryption by Ransomware virus [25].

6. A comprehensive analysis of the issues of ensuring cyber security in the marine
industry has been made, covering the specifics of major components such as port
infrastructure and logistics, ships, cargo and container management and distribution
systems, global identification and navigation systems [26].

7. A concept for the structure of the "Cyber Security Training Center" was developed.
The SOTC (Security Operations Training Center) was built at the VVMU "N. Y.
Vaptsarov", used in the training of students majoring in "Cyber Security" and cadets
majoring in "Cyber Operations" [27].

8. Virtual and physical laboratory environments were created, through which the
functioning of a number of network protocols and communication equipment under the
influence of various cyberattacks was studied [Monograph].

9. Vulnerabilities in the technologies used in the physical, channel, network and
transport levels of computer networks have been proven and analyzed. Ways to counter
cyberattacks based on these vulnerabilities have been developed and proposed
[Monograph].

C. Application of information technologies in higher education institutions:
improving the methodology, organization and content of training; automation of
the management of the activity of the Higher School [14, 15, 16, 17, 18, 19, 20, 21,
22].

Main contributions:

1. Possibilities for using gamification in the educational process were analyzed and
the experience of conducting classes and competitions with game elements was shared
[18, 19, 21, 22].

2. Ways to use software from marine training complexes in a virtual environment
have been proposed [15, 17].

3. Possibilities for using videoconferencing connections in the administrative and
academic activities of higher schools were analyzed and technical solutions for their
provision were proposed and implemented [14, 16 — 2016]. The results of the work were
used in courses held with teachers from VVMU "N. Y. Vaptsarov" on the application of
modern information technologies in the educational process.

4. Possibilities for automating student processes at the State Medical University "N.
Y. Vaptsaov" are analyzed [20].

5. A methodology has been developed for the defense of theses in a remote
environment. A technical solution was proposed and the defense of diploma theses of
students from "ICT" and "Cybersecurity" majors, educational qualification degree
"master" was held for the first time in a remote environment (20.03.2020). A methodology,
a technical solution was created and an "absentee admission of cadets" was conducted
at the VVMU "N. Y. Vaptsarov" (April 2020).
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D. Development and use of simulation techniques and data processing
procedures for discrete and empirical distributions.

1. A Bootstrap simulation test for identity of discrete distributions (IDDT - identical
discrete distribution test) was developed and applied to data from a survey among 62
participants regarding leadership qualities in academic institutions from two continents
[5].

2. A method for estimating empirical integral distribution laws (ECDF) for a
continuous random variable is proposed, which improves the Kaplan-Mayer method in
defining a symmetric condition [4].

5. Significance of contributions for science and practice

Evidence for 33 citations of the candidate's works is presented. Of these, 9 are in
publications in SCOPUS and WoS, and the rest are in peer-reviewed monographs and
collective volumes. No documents were presented on implementations and direct
economic impact, but the management of the international and educational project
Cybersecurity for Seafarers, funded by Fulbright, makes a good impression.

One of the indicators of the candidate's merit is his personal involvement in the
contributions mentioned above. Of the 27 publications - 4 are independent, and the rest
are co-authored with other authors. The rich educational and research activities are proof
of a high level of professional competence. The content of the competition materials
speaks of a highly prepared specialist and leave no doubt that the applicant's scientific
and applied contributions are independent or team work, but with his significant creative
participation.

6. Critical notes and recommendations

I have no significant remarks about the candidate. | would like to make the following
recommendations: to continue his active scientific research work in this promising field of
technology, to try to patent his inventions, to participate in innovation projects, to reduce
his administrative and teaching work at the expense of scientific research activity. To
continue his active work with PhD students and create value-added projects, as the
strength of the modernization of the Army is based on cyber security and the credibility of
the data used.

7. Personal impressions and opinion of the reviewer

I do not know the candidate personally. My impressions are from the materials
provided for the competition. For me, Assoc. Prof. Tsonev is a proven professional who
has passed all stages of the teaching activity, has a high level of scientific and research
activity, a well-known scientist in our country and abroad. He has extensive experience
as a teacher and scientist. He speaks English at a high level, has gone through many
levels of training, has the necessary skills as an organizer and implementer of scientific
and creative activities.
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8. Conclusion

The candidate Associate Professor Yulian Ivanov Tsonev significantly exceeds all
the requirements of ZRASBR and PPZRASRB and the internal regulations of VVMU "N.
Y. Vaptsarov for the terms and conditions for occupying the academic position
"Professor". There is a sufficient volume of scientific production with scientific, scientific-
applied and applied contributions. The rich scientific experience, the large number of PhD
students, the supervised projects, the practical skills and competencies for a high level
specialist and scientist in the scientific field are impressive.

Based on what was written above, | propose that Colonel Associate Professor Dr.
Eng. Yulian Ivanov Tsonev take the academic position of "Professor" in the professional
direction 5.3. Communication and computer engineering, PhD program: "Automated
systems for information processing and control".

11.11.2022 y. Reviewer:
Gabrovo Prof. R. llarionov



