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[10 KOHKYPC 3a 3a€MaHe Ha akaJieMUuHa JurbxkHocT ,,IIpodecop™

1o rpoQecronanto narpasienye 5.3. KOMyHHKAaUHOHHA U KOMITIOTBPHA TEXHUKA, Y4yeOHH

JAUCUMIUTMHN: ,,BbBeenne B KOMIIOTbpHITE MpexH ™, ,, KoMmioTspHn Mpesxu: Routing and

Switching", ,,Kommorspru mpesxu: Scaling Networks*®, ,,Kommiorspru Mpesxu: Connecting

Networks* 1 ,,OcnoBu Ha MpexoBa CHUrypHOCT®,

obsien B JIB 6p. 71/02.09.2022 r. u 3anosea Ha MunucTbpa Ha otopanarta Ha P. Brarapus

0X-726/09.08.2022 r.,
C KaHIM/IaT: IOJIKOBHUK JOLEHT JokTop nHXK. FOmusu Msanos 1{ones,
Yuien Ha Hay4HO skypu: npody. it uik. bopucnas Mopnanos Bemkes

o

EYEoTeils

1. O6ma xapakTepucTHKAa HA HAYYHOM3CJICA0BATENICKATA H HAYYHO-PHJIOKHATA
JAeHOCT HA KaHAM/JIATA.

B konkypca 3a 3aemane Ha akajemuuHa JUrbkHOCT L IIpodecop” 3a BoeHHOCTYXKeu B
Karenpa ,Mupopmanmonun texHonornu BBB (axyiarer ,Umkenepen na BBMY “H. W.
Barnapos” B obnact wa Bucmiero obpasoanme 5, TexHnueckd Hayku“, MpodecHOHANHO
Harpapienne 5.3 , KoMyHMKanMOHHA ¥ KOMIIIOTbPHA TEXHHUKA®, yueOHM JUCHHUIUINHU:
»BbBeeHne B kommoThpHuTe Mpexn“, ,Kommorepuu Mpexu: Routing and Switching*,
»Kommorspuu  mpexu: Scaling Networks®, ,,Kommrorspan mpexu: Connecting Networks® u
,»OCHOBU Ha MpexoBa CHI'YpHOCT®, OOSIBEH CbC 3anoBei Ha MuHUCTBpa Ha OTOpaHaTa Ha
P. bearapust 0X-726/09.08.2022 r. n nyomukysan B JIB 6p. 71/02.09.2022 1., yuactBa emuH
KaHauaat - nonk. jgou. jg-p uuK. HOmusn Mpanoe Ilones. Toit ¢ 3ammrTuin qucepranus 3a
npuckkaane Ha OHC “Jlokrop” npe3 1995r. BbB BoeHHO HaydHO TEXHHYECKM WHCTHTYT,
rp. Copus. Temara na amcepraumsra ¢ ,,M3YMCIUTEIHM MpEXM 3a yNpaBICHHE OrbHS Ha
apTUIICPUATA” U € 110 HAy4YHa CHeMaTHOCT ,,KOMITIOTBPHH CHCTEMHU, KOMIUIEKCH U MPEXKH'.

Kanauaarst 3aema rbKHOCTHTE OM. HAYAJIHUK Ha OTACICHHE B V34HCIIUTENIEH IEHTBD
(1986 1.-1988 r.), acucTeHT M CTAPLIM ACHCTCHT B Kareapa ,,ABTOMATU3MPAaHH CHCTEMH 3a
ylnpapjieHde Ha BoickuTe W BoeHHa kuOcepHeruka” (1989 r.-1993 r.) na BBYAIIBO , Ilanaiiot
Bosos”, rp. lllymen. B nepuona or 1993 r. 1o 2000 r. e Gui 3aM. pbKOBOAMTEN Ha KaTeapa,
CTapIIM aCUCTEHT, TJIaBeH acucTeHT BbB BBMY “H. . Banapos”, a ot 2000 r. 10 2001 r. — ru.
acucrent BeB BA I C. Pakoscku”. Ot 2002r. no 2013 r. e poueHt B kareapa
»MHpopmaunonun texHojorun” Ha BBMY “H. . Barmapos”, a ot 2013 r. mo cera e
PBKOBOJIMTEIN Ha ChIllaTa KaTeapa.

[lo konkypca 3a 3aemane Ha akaJaeMH4yHa UIbXHOCT ,Ilpodecop” monk. mom. a-p
uk. Omisan Llones mnpejcras 28 mayunu Tpyaa u myOaMKanuMu Kato 4 ca MOATOTBEHH
camocrositesiHo, a 24 - B cwaropctBo. Ot Tax 1 Op. e MoHorpadus, 5 Op. ca HaydHu
nyonMKanMu B M3JaHus, peepupaHd W MHACKCHPAHH B CBETOBHOM3BECTHHMTE 0a3zW JaHHU C
nayuyna wundopmarms Web of Science um Scopus, a 22 Op. ca Hayynu nyoIMKanuu B
HepeepUpaHu CIHCaHWs ¢ HAyYHO peleH3UpaHe WM B PEJNaKTUPAHH KOJEKTHBHH TOMOBE.
Cobmio Taka, nonk. nou. aA-p umk. HOmmsn IloHeB e HaydeH pbKoBoaMTEN Ha 4 JTOKTOpaHTa,
YCIICHIHO 3alUTWIA JAMCEPTAlMOHHUTE CH TPYJOBE, KAaKTO W Ha 5 JIOKTOpaHTa, KOMTO
IpOABLIKaBaT cBOETO oOyucHHe. OCBEH TOBA, cliell MPUA0OMBaHE HAa aKaJeMHYHATa JUThKHOCT
»JJoneHT" KaHaMaaThT € Oui PBKOBOJMTEN HA | MEXAyHApOA€H M 3 YHHBEPCUTETCKH
Hay4YHOM3CIICIOBATC/ICKH MPOCKTa M € Y4YacTBaJl B 3 HANMOHAIHM HAYYHOM3CIICHOBATEICKU
npoekTa. [IpuBeaenu ca cripaBku 3a 3a0eis3aHU LUTUPAHKUS HA TPYJOBE HA KAHAHIATA, B T.4. B
usanus, uHaekcupanu B Web of Science u Scopus, KakTo U B HepehepupaHi U3AaHUs ¢ HAyYHO
pelieH3upaHe.

Cneapa j1a ce orOesiexu, ye BCUUKH HAYYHH TPYAOBE HA TOJIK. JOIL. Ji-p WHK. FOnusH
LloneB ca crporo B mpodecuonanno Harpasiaenue 5.3. KomMyHHKalMOHHA M KOMITHOThPHA
TEXHHKA U ca OTrevyaTanu 1 perieHsupani. OCBEH ToBa T€ ChOTBETCTBAT HAMTBJIHO MJTH HAJ[BHUIIIA-
BAT M3MCKBAHMATA 3a 3a€MaHe Ha akajgeMuuHa JurkxkHocT ,,ITpodecop® Ha 3akoHa 3a pa3BUTHETO



Ha akajemuuHus cheraB B Penybnuka buirapus (3PACPB), IlpaBuinuka 3a npuiarade Ha
3PACPB (IIII3PACPB) u na IlpaBuinuka 3a pa3BuTHE Ha aKaJeMUYHHS ChCTaB BB BBMY | H.
1. Banuapos” (ITPACBBMY). To3u ¢akr ce AeMOHCTpMpPA OT W3MBIHEHHETO Ha
HAYKOMETPUYHUTE MoKaszarenu, nepunnpann B [ITI3PACPE:

1) A, Ilokasaren 1 - 50 1., (MuH. usucksanus ot 50 T.);

2) B, lMokasarenun 3 win 4 - 100 ., (Mun. nzucksanus ot 100 T.);

3) I', Cyma or Ilokasarenure ot 5 10 11 - 264,67 1., (Mun. usucksanus ot 200 T.);

4) /1, Cyma ot Iokazarenute ot 12 j10 15 - 158 1., (MuH. m3ucksanus ot 100 1.);

5) E, Cyma or Ilokaszarenute ot 16 10 28 — 193,33 1., (MuH. usuckBauus ot 150 T.);

O6110 - 766 1., (MuH. u3uckBanus ot 600 T.).

2. OueHKa HA NeJarorHYecKaTa MoAroTOBKA U JIeHHOCT HA KaH/u/1aTa.

B momenra nouik. jiou. ji-p unsk. KOnusu IoHeB BO/M JICKIIMOHHU 3aHATHS, AyIMTOPHH 1
n1a00paTopHK YNPAXKHEHUSI C KypCcaHTWUTe M CTyjaenture Ha BBMY “H. . Barnuapos” o
JVCHHIUIMHUTE ,,BbBelenne B KoMmoThpuuTe Mpekn™, ,KoMmmoTepun mpesxn: Routing and
Switching®, “Kommiotbpun mpexn: Scaling Networks”, “KommoTspun mpesx: Connecting
Networks”, “OcHoBu Ha Mpexosara curyproct™, ,,Mpesxosa curyproct I-Ba uact®, ,,Mpexosa
curyprocr [I-pa gact®, kaxkto u B kypca na MO ,,Cisco mpesxn moxyn 1-4”. Tlpes nocnennute 8
TOZIMHY TOJMIIHATA MY ayAHTOpHa 3aeTOCT HajaBHIIaBa 3HaunmterHo (ot 175% no 308%)
HOPMaTHBA 3a PHKOBOJNTE Ha KaTepa, ycraHoBen BB BBMY | H. 1. Banuapos”.

[onk. mou. n-p unk. lOmuan lloHeB e ydacTBan akTHBHO B pa3pabOTBAHETO Ha TOJISAM
Opoii y4eOHM nporpamu, eJeKTPOHHI KypcOBe B TuiatopMaTa 3a eJeKTPOHHO MOIIOMarane Ha
oOyuennero Ha BBMY, Kkakto W B wu3rpakaaHero u o6opyaBaHEeTO Ha pasiuyHu
CHELHATN3UPpaHH y4eOHu 3aiu, kabunern u nadoparopun. ChIIO Taka, TOW € MHCTPYKTOp B
Cisco Mpe)xoBa akajemus.

Mowuorpadusra, yueOuure MarTcpuanu, JabOPaTOPHUTE YCTAHOBKH M IPOIPAMHHUTE
HPOJYKTH, paspabOTEHH OT HEro, c¢ M3I0JI3BAT OT CTYACHTH, KypPCaHTH, CICLHAIH3AHTH M
JOKTOpPpAHTH B oOnacrra Ha MOPCKHTC KOMYHHKAIIMOHHH MU I/IH(i)OpMaIIHOHHI/I CUCTCMH H
YCTPOMCTBA.

3. OCHOBHM HAYYHH M HAYYHO-IIPHIOKHHU IIPUHOCH.

[IbpBO, B TO3M pazjien He ce OLEHsBAT MpHHOCHTE B Tpya Ne§, Thil KaTO CbM €IHH OT
HETOBHUTE ChaBTOPH.

Bropo, mpuHOCHTE OT Hay4HOM3CIIEIOBATEICKAaTa W IeJarorudecka AeHHOCT Ha
KaH/JM/1aTa MOraT Jia ce 00eIMHST B IPYIIH, KAKTO CJIE/BA:

3.1. Hayunu, HAy4YHO-NPHIOKHM M TIPHJIOKHH NpPHHOCH B cdepaTa Ha
KOMIIOTHPHHTE CHCTEMH, KOMILJIEKCH ¥ MPEKH

ObocHoBanHM ca:

3.1.1. noaxozu 3a pasnpenencuue Ha IP agpecure B kKommoTspau mpexu [6], [10];

3.1.2. ennnanecer nokasaTesis 3a oleHKa edexruBHOCTTA Ha Web caiitose [7];

3.1.3. U3cnenBana ¢ nponyckareHaTa CliocOOHOCT HAa MAapILPYTH3aTOPH TIPH eMYJIMPaHe
Ha TAXHaTa pabora BbB BHpTYyaitHa cpesa [11];

Pazpaborenu ca:

3.1.4. cucTema 3a CHHXPOHM3HMpPAHE HA BPEMETO B KOMITIOThPHA Mpexka [9];

3.1.5. Tpu apXUTECKTYpPHH PCLICHUs 3d OCUI'YPsSIBAHE Ha CBHP3aHOCTTA Ha Private Branch
eXchange (PBX) Tenedonna nenrpana ¢ VolP nentpana [13];

3.1.6. PaspaGotena e u e BHEJpPEHA CHCTEMAa 332 MOHMTOPUHI HAa CBBP3AHOCTTA M
paboTocnocobHOCTTa HA YCIYTH B KOMIIIOTbpHA Mpexa [ 12].

3.2. Hay4nu, Hay4yHO-NPWJIO)KHM M HPWIOKHH TNPHHOCH B cdepaTa Ha
KHOepcurypHocrra

Pazpabotenu ca:

3.2.1. moaxon 3a TmpuiaraHe Ha OOHOBJCHMSI B INPOrPAMHOTO OCHTYpsIBAaHE Ha
KOMITIOTBPHU CUCTEMH [2, 24];

3.2.2. mosxxo 3a aBTOMATU3MPaHa €KEJHEBHA OILEHKA HA CHIYPHOCTTA B KOMITIOTHPHA
Mpexa [3];



3.2.3. cneunanusupan TeCTep 3a eKCIPECHA OLEHKA Ha yS3BMMOCTH B KOMIIIOTbpHA
mpexa [23];

3.2.4. koHuenuus 3a CTpyKTYypa Ha ,,Yueben ueHTbp 1o kubepeuryproet [27];

3.2.5. noxxoam 3a MpOTMBOJEHCTBME Ha KHOepaTakd, OasMpaHH Ha yA3BHMOCTH B
M3MOJI3BAHUTE TEXHOJIOTHH BB (PH3MYECKOTO, KAHATHOTO, MPEKOBO M TPAHCTIOPTHO HHBO Ha
KOMIIOThpHHUTE Mpexku [Monorpadwusi|;

Ananusupani ca:

3.2.6. BB3MOKHOCTUTE 3a KOMIPOMETHpAHE Ha [OTPEOUTENCKH aKayHTH ype3
TI0JIy4aBaHe Ha HeIPaBOMEPEH JIOCTBIT JIO X€Ill CTOWHOCTHTE Ha TeXHUTE napoiu [1];

3.2.7. BbUpOCHTE M0 OCHTYPSIBAHE HA KUOEPCUIYPHOCTTA B MOPCKATA MH/LyCTPHSI [26];

3.2.8. napamerpute Ha paboTata Ha XapA-JAMCKOBE CJeJ KPHITHPAHETO WM OT
Ransomware Bupyc [25];

3.2.9. IlpoekTupany ca 1 ca U3rpajicHl BUPTYATHH U GU3MUECKH 1abOpaTOpHH cpelu 3a
M3C/IC/IBAHC HAa MPEKOBU NPOTOKOJIM M KOMYHUKALIMOHHO O0OpYIBaHE MO BB3ICHCTBHETO Ha
pasnugnu kudepataku [Monorpadus].

3.3. Hayunu, Hay4HO-NPHIIOKHH ¥ IIPHJIOKHH IPHHOCH B chepaTa HA H3MOI3BAHETO
Ha HHGOPMANHOHHHTE TEXHOIOMHH BLB BucimTe yunanma

3.3.1. OGocHOBaHK ca MOAXOAM M METOJMKHM 3a IOATOTOBKA HA WHIKCHCPHH Kaapu,
CKCILIOATHPAILM KOMYHHKALMOHHH ¥ MH()OPMALMOHHHY CHCTEMH BbB BOJHHS TPAHCIIOPT U BbB
BMC na P. bwarapus [ 14, 15, 16, 17, 18, 19, 21, 22];

3.3.2. Tlpoextupanu ca 1 ca BHEIPEHH MMPAKTUIECKH CTEH/IOBE, TPEHAXKOPH M CHCTEMH 32
CJIKTPOHHO Mo/IoMarano oby4yenune u 3a opraunsaiusi Ha yuebnus rpouec Bb8 BBMY “H. 1.
Barnapos” [20].

3.4. Hayunw, HayYHO-NPHIOKHH ¥ NPWIOKHH TNpPHHOCHM B cepaTa Ha
TEXHOJIOTHHMTE 32 00padoTKa HA TaHHH

Paspaborenu ca:

3.4.1. Bootstrap cumyIraltioHeH TecT 3a WICHTHYHOCT Ha AMCKPETHH pasnpe/enenus [5];

3.4.2. MeTon 3a OLEHKA HA EMIUPUYHM MHTETPAIHM 3aKOHM HA pasmpeelieHHe 3a
HEMpeKbhCcHaTa cilyyaiiHa BeauuuHa [4].

4. 3Ha4YMMOCT HA NPUHOCHTE 32 HAYKATA M NPAKTHKATA

3HAYMMOCTTA HA MPUHOCHTE B HAYYHHTE TPY/IOBE Ha TIOJIK. JI01. A-p uHK. s LloHes
IIPOU3THYA OT CIICJIHUTE 0OCTOSTEIICTRA.

[IbpBO, HAayyHaTa NMPOJYKIHMS HAa KAHJWJIATa € MPEeJCTaBeHa HA ABTOPMTETHH HAY4HH
(hopymu.

Bropo, 10 wmomenTta KamamaaTeT e ywactBan B 3 M e pbKoBOmMN 4
HayYHOM3CJICIOBATEIICKU [IPOEKTA, KOUTO Ca 3aBbPIICHU YCHEMHO H B cpok. ChIo Taka, Oui e
Hay4yeH pPBKOBOJIHMTE] Ha YETHMPUMA JOKTOPAHTH, YCIIENIHO 3aLUTHIN AUCEPTAMOHHHUTE CH
TpYIOBE.

Tpero, ussectnure KbM MoMmeHTa 33 UMTHpaHHUS, OT KOMTO 9 Ha HayuHd (GOpyMmH,
uHiekcupann B Scopus 1 Web of Science, mokaspar, ue KaHIUIATHT € HOXYIUI M TyOIHKYBa
3HAYUMU PE3yNTaTH, CIICYEIIMIIM IIPU3HAHUE 3a HETO OT HAy4YHHUTE CPE/IH.

YerBbpTo, yueOHMTE MaTepuaiy, JabOpaTOPHUTE yCTAHOBKH M MPOrPAMHH IIPOAYKTH,
paszpaboTeHu OT monk. Aou. A-p uik. HOmusH LloHEB, B MOMEHTA ce M3MON3BAT OT CTY/IEHTH,
KypCaHTH, CHEHHAIM3aHTH M JIOKTOPAaHTH B 00JacTTa HAa MOPCKHTC KOMYHHKALMOHHH MU
HH(DOPMALIMOHHH CHCTEMH M ycTpoiicTBa BbB BBMY | H. . Bariapos” u Apyrd TeXHHYECKH
BUCILIHM YYHJIUIIA.

ITeTo, eeKkThT OT BHCAPSBAHETO HA PE3YJITATUTE OT HAYYHO-NPUIOKHUTE M3CIICABAHUS
Ha MOJK. jgom. JA-p umkK. IOausan LloHeB OCHOBHO ce M3pas3siBa B YCBBBPIICHCTBAHE U
oboratsBaHe Ha yueOHO-marepuanHata 0a3a 3a TOArOTOBKA HA WHXKEHEPHH KaJpH,
CKCIUIOATHPAIY KOMYHUKALMOHHM M KOMIIOTLPHU CUCTEMHU M YCTPOMCTBA, M3II0JI3BAHH BLB
BoiHMs TpaHcnopt 1 BMC na Penybnuka buarapusi.



S. Kpurnunu 6esiekKu 1 npenopbru

KbM HayuHOM3CIE10BaTe NCKaTa padoTa ¥ HayqHATa MPOJYKLHs HA MOJIK. JIOI. JI-p HHX.
tOnmnsn Llones morar j1a ce HanpapsT CieAHNTE KPUTHYHN OCIICKKN M IPENOPHKH.

[TepBO, HeoOXoAMMa € TMo-BHCOKA AKTHBHOCT 3a CAaMOCTOSTENHO INyOIMKyBaHe Ha
PE3yJITaTH OT HAYYHH M3CIIC/BAHHS B HALIM W YYKJIM CITUCAHUS C MMIAKT-(PaKTOp MJIM MMIIaKT-
pamr.

Bropo, kanauaareT cieiBa jia HACOYM YCHIMSTA CH BBPXY pa3paboTBaHETO H 3al[uTaTa
Ha JIMCEPTALIMOHCH TPY/ 3a 10Jly4aBaHe Ha HayyHaTa cTereH ,,JIokTop Ha HaykuTe®,

3AKIIOYEHHUE

Hay4nara npoaykius v npodecHoHanHata peanusalins HAa KaHAWAATa [OKA3BaT, 4e
nonx. jou. A-p k. HOuusn LloneB € 3aBbpUIGH M yTBBPJIEH Y4€H C aBTOPUTET U €
BHCOKOKBaJIM(HULIMpPaH nperiojapares B 00JacTTa HA KOHKYpCA, TOCOYEHUTE CIIabOCTH JIECHO
Morar J1a Obiat oTcTpaHeHH B ObJieNaTa My JI€HHOCT, a KaueCTBaTa My HAITBJIHO CHOTBETCTBAT
Ha usuckBanuiTa Ha 3PACPB, Tlpasunnuka 3a npunoxenuero na 3PACPB u [lpaBunuuka 3a
Pa3sBUTHETO HA aKaAEMUUHUs cheTaB BbB BBMY | H. 1. Banuapos”.

Bb3 ocHoBa Ha npeicTaBeHHTEe HAayYHH TpPyAOBe, TAXHATA 3HAYHMOCT,
ChABLPKALMTE Ce B TAX HAYYHM, HAYYHO-IIPUIOKHH M NPHIIOKHH NPHHOCH, HAMMPaM 3a
OCHOBATEJIHO /2 NPeIoKAa KAaHAUAATBT MOJIK. A0W. A-p MK, KOnuaun Usanos LloHeB na
3aeme aKajeMu4HaTa JIbkHOCT ,[Ipodecop” (3a BoeHHOcaykem) B KaTeapa
wHAHpopmauuonnn TtexHosoruu* BuB Qaxyarer ,Uunxenepen ma BBMY ,H. M.
Banuapos®, npodecnonanno nanpasienue 5.3 ,KoMmyHuKkanmonna u KOMITIOThPHA
TeXHHKA®, y4eOHH AMCUMIUIMHK: ,,BhLBeleHHe B KOMNIOTHPHUTE Mpexku®, ,, KoMmoTbpHu
mpexku: Routing and Switching®, ,Kommiorbpuu mpexn: Scaling Networks®,
»Kommorspuu mpexu: Connecting Networks® u ,,OcHOBH Ha MpekoBa CHIYpHOCT.

Jara: YJIEH HA XKYPHUTO: .......cooooeeeeeenn,
11.11.2022 r. npod. a1TH nnx. bopuciaas bexxes
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OPINION

about the concurs for occupation of academic position “Professor”
in the professional direction 5.3 “Communication and Computer Technics”,
educational disciplines: “Introduction to computer networks”, “Computer networks: Routing and
Switching”, “Computer networks: Scaling Networks”, “Computer networks: Connecting Net-
works” and “Basics of the network security”,
published in State Gazette issue 71/02.09.2022 and announced by the Order of the Minister of
Defence of Republic of Bulgaria Ne 0X-726/09.08.2022
with the candidate: colonel associate professor eng. Yuliyan Ivanov Tsonev, PhD,

Member of the scientific jury: prof. eng. Borislav Yordanov Bedzhev, DSc

1. General characteristic of the research and the scientific-applied activity of the
candidate

In the concurs for occupation of academic position “Professor” for military serviceman in
the Information technologies Department of Engineering Faculty of “N. Vaptsarov” Naval Acad-
emy in the area of the higher education 5 “Technical Sciences”, professional direction
5.3 “Communication and Computer Technics”, educational disciplines: “Introduction to comput-
er networks”, “Computer networks: Routing and Switching”, “Computer networks: Scaling
Networks”, “Computer networks: Connecting Networks” and “Basics of the network security”,
announced by the Order of the Minister of Defence of Republic of Bulgaria Ne OX-
726/09.08.2022 and published in State Gazette issue 71/02.09.2022 one candidate participates -
col. assoc. prof. eng. Yuliyan Ivanov Tsonev, PhD. In 1995 he had obtained the scientific and
educational degree “Doctor of Philosophy” (PhD) in the Military Scientific Technical Institute,
city of Sofia. The dissertation theme is “Computational networks for control of artillery fire” and
it is in the scientific specialty “Computer systems, complexes and networks”.

The candidate occupied the positions of assistant head of department in the Computing
Center (1986-1988), assistant and senior assistant in the department of “Automated Systems for
Troop Management and Military Cybernetics” (1989-1993) of the Panayot Volov Higher Mili-
tary School of Artillery and Air-defense. In the period from 1993 to 2000, he was deputy head of
department, senior assistant, chief assistant at “N. Vaptsarov” Naval Academy, and from 2000 to
2001 - chief assistant in the Rakovski National Defence College. From 2002 to 2013, he was an
associate professor at the Information technologies Department of the “N. Vaptsarov” Naval
Academy, and from 2013 until now he is the head of the same department.

In the concurs for occupation of academic position “Professor” col. assoc. prof. eng.
Yuliyan Tsonev, PhD, presents 28 scientific works and publications as 4 are personally prepared
and 24 — in co-authorship. They consist of one monography, 5 scientific publications in editions
that are referenced and indexed in world-recognized databases with scientific information Web
of Science and Scopus and 22 scientific publications in non-refereed peer-reviewed journals or in
edited collective volumes. Also, col. assoc. prof. eng. Yuliyan Tsonev, PhD, is the scientific su-
pervisor of 4 PhD students who have successfully defended their dissertations, as well as 5 PhD
students who are continuing their studies. In addition, after acquiring the academic position “As-
sociate Professor”, the candidate was the head of 1 international and 3 university research pro-
Jects and participated in 3 national research projects. References about noticed citations of the
candidate's works are provided, including in editions indexed by Web of Science and Scopus, as
well as by peer-reviewed non-refereed editions.

It should be pointed out that all the scientific works of col. assoc. prof. eng. Yuliyan
Tsonev, PhD, are strongly in the professional direction 5.3 “Communication and Computer
Technics™ and they have been printed and reviewed. Besides, they correspond truly or exceed all




the requirements of the Low for development of the academic staff in Republic of Bulgaria
(LDASRB), the Rules for applying of the LDASRB and the Rules for development of the aca-
demic staff of “N. Vaptsarov™ Naval Academy (RDASNVNA). This fact is demonstrated by the
fulfilment of scientometric indicators, defined in the LDASRB:

1) Indicator 1 - 50 pts, (minimal requirements of 50 pts);

2) Indicators 3 or 4 - 100 pts, (minimal requirements of 100 pts);

3) Sum of Indicators from 5 to 11 - 264,67 pts, (minimal requirements of 200 pts);

4) Sum of Indicators from 12 to 15 - 158 pts, (minimal requirements of 100 pts);

5) Sum of Indicators from 16 to 28 — 193,33 pts, (minimal requirements of 150 pts);

Total - 766 pts, (minimal requirements of 600 pts).

2. Estimation of the pedagogical preparation and activity of the candidate

At the moment col. assoc. prof. eng. Yuliyan Tsonev, PhD, leads lectures, trainings and
exercises with the cadets and students of “N. Vaptsarov” Naval Academy in the disciplines “In-
troduction to Computer Networks”, “Computer Networks: Routing and Switching”, “Computer
Networks: Scaling Networks”, “Computer Networks: Connecting Networks”, “Basics of Net-
work Security”, “Network Security Part I, “Network Security Part II”, as well as in the course
of defense ministry “Cisco networks module 1-4”. His educative work-load during the last 8 ac-
ademic years exceeds significantly (from 175% to 308%) the norms for department head, estab-
lished in “N. Vaptsarov” Naval Academy.

Col. assoc. prof. eng. Yuliyan Tsonev, PhD, has participated actively in the development
of large number of educational programs, e-courses in the e-learning support platform of “N.
Vaptsarov” Naval Academy as well as in the building and in the equipping of diverse specialized
educational halls, cabinets and laboratories. Also, he is an instructor at Cisco network academy.

The monography, the educational materials, the laboratory setups and the software prod-
ucts, developed by him, arc used by graduate and post-graduate students, cadets and PhD stu-
dents in the field of maritime communication and information systems and devices.

3. Basic scientific and research contributions

Firstly, in this section the contributions of the work Ne§ are not assessed, as I am one of
its co-authors.

Secondly, the contributions of the research and pedagogical activity of the candidate can
be classified as follows:

3.1. Scientific, research and applied contributions in the sphere of computer sys-
tems, complexes and networks

3.1.1. Approaches for distribution of IP addresses in computer networks [6], [10],

3.1.2. eleven indicators for evaluating the effectiveness of Web sites [7],
have been substantiated;

3.1.3. The throughput of routers has been investigated by emulating their operation in a
virtual environment [11];

3.1.4. A computer network time synchronization system [9],

3.1.5. three architectural solutions for ensuring the connectivity of a Private Branch eX-
change (PBX) telephone exchange with a VoIP exchange [13],
have been developed,

3.1.6. A system for monitoring the connectivity and operability of services in a computer
network has been developed and implemented [12].

3.2 Scientific, research and applied contributions in the sphere of cybersecurity

3.2.1. An approach for applying updates to computer system software [2, 24],

3.2.2. an approach for automated daily security assessment in a computer network [3],

3.2.3. an specialized tester for express assessment of vulnerabilities in a computer net-
work [23],

3.2.4. the concept of “Cybersecurity Learning Center” structure [27],



3.2.5. approaches to countering cyberattacks based on vulnerabilities in the technologies
used in the physical, channel, network and transport levels of computer networks [Monograph]
have been developed;

3.2.6. The abilities to compromise user accounts by gaining unauthorized access to the
hash values of their passwords [1],

3.2.7. the issues of ensuring cyber security in the maritime industry [26],

3.2.8. the performance parameters of hard drives after their encryption by Ransomware
virus [25],
have been analyzed;

3.2.9. Virtual and physical laboratory setups for study of network protocols and commu-
nication equipment under the influence of various cyberattacks have been designed and built
[Monograph].

3.3. Scientific, research and applied contributions in the sphere of information tech-
nologies application in the Higher schools

3.3.1. Approaches and methodologies for engineer staff preparation, exploiting commu-
nication and computer systems in water transport and Naval forces of Republic of Bulgaria, are
substantiated [14, 15, 16, 17, 18, 19, 21, 22];

3.3.2. Stands, simulators and systems for electronic support of the education in “N.
Vaptsarov” Naval Academy are designed and implemented practically [20].

3.4. Scientific, research and applied contributions in the sphere of data processing
technologies

3.4.1. A Bootstrap simulation test for identity of discrete distributions [5],

3.4.2. a method for estimating of empirical integral distribution laws of a continuous ran-
dom variable [4],
have been developed.

3

4. The significance of the contributions for the science and the practice

The significance of the contributions in the scientific works of col. assoc. prof. eng. Yuli-
yan Tsonev, PhD, ensues from the following circumstances.

Firstly, the scientific production of the candidate is presented at authoritative scientific
forums.

Secondly, up to now the candidate has participated in 3 and has leaded 4 research pro-
jects, which were completed successfully and on time. Also, he has been the scientific supervisor
of 4 PhD students who have successfully defended their dissertations.

Thirdly, the known at the moment 33 candidate's citations, among which 9 citations in
scientific forums, indexed by Scopus and Web of Science, demonstrate that the candidate has
obtained and published considerable results, which have deserved the recognition of the scien-
tific society.

Fourthly, at the moment the educational materials, laboratory setups and software prod-
ucts, developed by col. assoc. prof. eng. Yuliyan Tsonev, PhD, are used by graduate and post-
graduate students, cadets and PhD students in the field of maritime communication and infor-
mation systems and devices in “N. Vaptsarov” Naval Academy and in other technical universi-
ties.

Fifthly, the effect of the implementation of the research exploration results of col. assoc.
prof. eng. Yuliyan Tsonev, PhD, is expressed mainly in elaboration and enrichment of the labor-
atory-cducational base for preparation of engineering staff, exploiting communication and com-
puter systems and devices in water transport and Naval forces of Republic of Bulgaria.

5. Critical notes

To the research work and scientific production of col. assoc. prof. eng. Yuliyan Tsonev,
PhD the following critical notes and recommendations can be made.

Firstly, a higher activity for publishing of scientific research results in Bulgarian and for-
eign journals, including such with impact-factor or impact-rank, is necessary.



Secondly, the candidate should focus his efforts on the development and defense of a dis-
sertation for obtaining the scientific degree “Doctor of Sciences”.

CONCLUSION

The scientific production and the professional realization of the candidate show that col.
assoc. prof. eng. Yuliyan Tsonev, PhD, is: a complete and approved scientist with authority, a
high qualified lecturer in the area of the concurs, the pointed out weaknesses can be easily re-
moved is his future activity and his qualities correspond truly to the requirements of the
LDASRB, the Rules for applying of the LDASRB and the Rules for development of the academ-
ic staff in “N. Vaptsarov” Naval Academy.

On account of the presented scientific works, their significance, the scientific, re-
search and applied contributions, comprised in them, I propose with conviction col. assoc.
prof. eng. Yuliyan Ivanov Tsonev, PhD, to occupy the academic position “Professor” for
military serviceman in the Information technologies Department of Engineering Faculty of
“N. Vaptsarov” Naval Academy, professional direction 5.3 “Communication and Comput-
er Technics”, educational disciplines: “Introduction to computer networks”, “Computer
networks: Routing and Switching”, “Computer networks: Scaling Networks”, “Computer
networks: Connecting Networks” and “Basics of the network security”.

Date Member of the scientific jury:
November 11, 2022 prof. eng. Borislav Bedzhev, DSc



